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About Me

« Software Security Consultant 14 years soFTWAR:
— Software security: code, design, risk ~
— Financial, gaming, retail
— Source code, architecture, security testing

« (ISC)? European Advisory Councll
— CISSP Exam author
— CSSLP Exam author
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Pervc:sweness

Security, like other
r—'”i" "’.‘“ =« 'ms  NFRs, is cross-cutting &
- emergent

= One bug/flaw can
- ripple across the
-~ whole system
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ecurity Defec’rs Cean Be
D|fferen’r —
Some Func’rlonm{efecz’rs: \

“we mean to do X,
#_{bﬂ’r INnstead we do Y"

Some SecJ?i’ry Defects:
., ‘'we do X just ike we intend to. i
As a side-effect, Y, which is bad.”



Securty Testing Paradoxes

 One defectreporte

— Might have hundreds
of test cases

« Hundreds of defect
reportse
— Might get fixed in one
place
» Goldilocks Principle

— Probably somewhere
iINn the middle




More A |ke Tha
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nd Funchonal Defecis
have the same attributes:

Input / context
Expected behaviour
/ Output / result
e Impact




esters Can
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Using Software While in Mid-Air

Myth: Security testers
can find defects that
testers can't find

Reality: Testers can
usually test features that
security testers cannot
reach

Probably a functional tester



Security And The Front Door

Security testers often:
« Aretime boxed

e Lack domain expertise

« Lack use case awareness
« Lack tools / access

PAN
Dataflows

Result:

* Low impact

* Low coverage

« Shallow coverage
« Poor explanations
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Supplies HORIZONT
ALLEY SWI

CITY OF LONDON




Supplies

Test Inputs and
Test Harnesses

Logs and
Profiling Info

HORIZONT

ALLEY SW1

CITY OF LONDON

User Stories
Use Cases
Requirements



There Are Some Security Tools

« We will falk about
some soon...

 YOU can make
MAjor IMPACTs
without fancy tools

« None of It Is rocket
surgery




So you want
. lo take over
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Orcs, Not Etves




elf

noun (pl.elves )

a supernatural creature of folk
tales, typically represented as
a small, delicate, elusive figure
in human form with pointed
ears, magical powers, and a
capricious nature.

Elf

Capricious
Friendly
Magical
Not redl




noun (pl.orcs )  ' ! -t O rC
adwnbhu@thasm@e ‘r\‘ Ny )

destruction.

Stupid
One blunt tool

* Not a big dedl
when alone
Deployed in
hoardes




Denial of Service |

; Your
software

Give me
some




Offine Cryptgs

Encrypted Data




Get Some Orcs
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Pu’r’rmg Orcs To Work

- Write a program to
generate security
INnput data

« Write a program to
check if it works

e Run an attack
unattended

« Test every possible
passworad
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Free Potfions and Spells

Many tools free, as in « OWASP

beer — What to find
Most automate for you — Tips to do if right
Cheat sheets « CVSS

Tu_’roric:ls — Scoring security issues

— Pre-built, boota bl'e
— Rich tool chain

o Kali Linux %Q
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Free Spells o ey ottt

Esp: for filter evasion

By RSnake

\ike ©
aSeriet
1o of 3 33V 4 your ©
0 inside 1o injec
» Capes cor (nformat® o want e
\a \Y) . ome ST | e w ou cd e at .
g o RINGY in 1\ rea
onis WAEET U ERY St 5capes & ced LW and €2
O W A ; s r“si"‘\’\(,lde appl °“:\. ois et ihe gouble OV e Note: this is a simple calculator for doing basic transformation functions that are regularly
g <S Tbm e se™! . acte"w“e“ " u“_escap‘“g 1o useful for XSS. If you need something more robust, please consider using Hackvertor.
- into it e C! nds s
jpt Int@ \ eit escaP winich € or USeES
ping U locals .
s e Character Encoding Calculator
° et yecto
@= e criptind
W I e r oss ASCII Text:
. Y ne
i i S
W

<IMG SRC= onmouseover="alert('xxs')">

e asimP .
Thisis @ o atcack: Encode Clear

site serP (rxss™) 4 lCRIF
b
ﬂmw‘sc“ﬂ’ﬂe Hex Value:
<|T
o eSS Vi'? URL:
1 . e
ppUT M2 e punse %3 CHA9%ADKATH20%5 3%52%43%3 D% 2 0K6 FXEEXEDHEFK.T S%7 3K6 SHEFK.T69
" RC™
peren® Decode Hex to ASCII

= HTML (with semicolons):

&#x3C;&#x49;8&#x4D;&#x47,&#x20,;&#x53;&#x52,&#x43,&#x3D;&#x20;&#
Decode Hex Entities to ASCII

mal Value:

HTML (without semicolons):
E&HE0&#T73&AT778&#T718H#328&#B3&H#B2EHACTE#61&#32&#111&#110&#109&#
Decode Dec to ASCII

Base64 Value (a2 more robust base64 calculator can be found here)

Baseb4:
PEINRYBTUKMSIGIubW31c2VvdmVyPS]hbGVydCgneHhzlykiPg==
Decode Base64






HTTP Proxies

Standard technique, used for lots of reasons
Speed up Internet (;D G
ACCeSS

Filter undesirable or
Prevent data Ieakoge e T _f‘ib

malicious content
. ° . L
Provide anonymity @y/pb @p/




Crystal Ball: Scrying Data

« Don'f just sif there, Your Computer
change something Tost Harness B Browser

e Even “secure”
connections can be
proxied




Crystal Ball: All Seeing Eye

‘ Burp Suite Professional v1.6 - licensed to Cigital Inc. [single user license]

°
M O n I'l-o r Burp Intruder Repeater Window Help
, Target Repeater | Sequencer | Decoder

HTTP history | WebSockets hist

[ ]
I I . -|-< 3 rC ( E p -|- / U {0 Request to https://www.facebook.com:443 [66.220.152.19]

Forward Drop [ Intercept is on \ Action

° L g .
cept: ¢t/html,application,
| pt-Languag b, en;
Accept-Encodin p, deflate
. . { : i b . . 00k -
TrO ff I C I n eg_fh_ tpss: : 3D1; =0M¢VUOcihSTkthIxnSMGurnl
v

Oroxy e ——







Casting spells ~ Ey.e.of newrt...
(Commands) Wing of bat...
Crystal scrying FE . + SQL character
(Scanning) M  sequences
Poison pills. £ 8 © HTIML sequences
(Mdliciousinput) & i« Cookies of evil
Animatfing the .+ XML of Malice
dead ey _

(Simulations)




Book of Security Spells, Grade 1

Nax

/ Min

Foreign
Alphabet

Input
Field

Irena TosSnerovd

anmwg ynlnonana

CTaHuCAag VIZMaunose




Book of Security Spells, Grade 1

Input
Field

Irena Tosnerova

an g unlnonani

Foreign

'@xsx&‘-‘(}_+‘p[5ymb°'s]

Alphabet i B

CTanucnag KiaMadnos




Book of Security Spells, Grade 1

Nax

Length
Min

Irena Tosnerova

g unlnunan Foreign

Juf B Alphabet | -

CTanucnag KzMannos

Input
Field

1@RSKE&Y () _ 4+ [,0” Symbols H



Book of Sgguri’ry Spells, Grade 2

Max
Numeric @ Numeric
Business rules  © Validity

——
TOFIRB () _+ ﬁlivmbolsll

99999 UNION SELECT 1,1,null--
HSQL ||

1' A '1' = 2
10] [UTL_TNADOR . GET_HOST_NAME( (SELECT user FROM DUAL) )-- ]

<img sroshttp://...>

<div style="stuff"/>

<i frameobl ah</i frame>

)i

Javascript:alert(dooument. forms [0] . to.value="something™)
#dorument . forms [0] . to.valuesl J
«div style="padding: 4px; color:epression(alert('xss')); >block</div> p{GS

Length
Max

RFC2822 @ Validny

el A et |
1oey%8e () _+ sofSmbos

99999 UNION SELECT 1,1,null--
SEwn

L' AD 'L' = "2

10] |UTL_INADOR . GET_HOST_MAME( (SELECT user FROM DUAL) )--
<img sroshittp://...>
<div style="stuff*/>

<iframesblah</i frame>

i (e}

Javascript:alert(dooument. forms [0] .to.valw-"sunﬁime[m]ﬂ

#dooument . forws [0] . to.valusal J

<div style="padding: 4px; olor:expression{alerc('xss')); "sblocke/div> JQ[GS ]-i

Account Number

Test Data

Max
Lsngth

Min

Irena Tod nerovi
Forean e girrimd yoglnanene
Apnsba I Amm

Cranncnan Msuasinos
105 X8° () _+
99999 UNION SELECT 1,1,mull--

1' AD 'L = 2
10] |UTL_TMADOR . GET_HOST_MAME{ (SELECT user FROM DUAL) )--
<img sroshttp://...>
<div style="stuff*/>
<iframesblhe/iframe
")
Javascript:alert{donment. forms [0] . to.valus"something” )
L #dooment . forms [0] . to.valupsl
m <«iv styles"padding: 4px; color:expression{alert('xss'));"sblocke/div>

HTHL

JavaScript




In Your Spell Book

Got XML?

« External XML Entity
(XXE)

 Billion laughs
Got HTML?
 Malicious HTML
Got a Database?
 Malicious SQL

, <
) | O
)
\J

E

<IDOCTYPE billion [
<|ELEMENT billion (#PCDATA)>
<IENTITY haO "ha">

<|ENTITY hal "&ha0O;8&ha0;">
<|ENTITY hal "&hal;&hal;">



Add These Ingredients Everywhere

e User attributes
 Data fields

* Imported external
data

» Places where “this
| couldn’t happen”




Remember

1. Orcs, not Elves 3. Crystal Ball

— Armies of dumb, — Proxy connections
brute labour and tamper with

2. No Gold Required them
_Tools are largely 4. Use a Spell Book

free or cheap — Repeated application
of well-known

malicious inputs



Go fo cph
conqueﬂ

Paco Hope

Twitter: @DacONOpEe
Email: paco@cigital.com
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