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MisunderstandingsMisunderstandings

managers have about RBTmanagers have about RBT

testing is always testing is always ““riskrisk--basedbased”” isnisn’’t it?t it?

riskrisk--based testingbased testing

–– is nothing more than prioritizing testsis nothing more than prioritizing tests

–– is a once only activityis a once only activity

–– is a waste of timeis a waste of time

–– will delay the projectwill delay the project

‘Risk is something we have solicitors for…’ – CEO of a client 
company

lawyers
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Stages of Risk Stages of Risk 

ManagementManagement

Risk
Identification

Risk Analysis

Risk
Mitigation

Interviews, workshops, 
brainstorming…

Quantitative or 
Qualitative…

Reduce
or

remove
the risk

Use of risk analysis in Use of risk analysis in 

testingtesting

target where to testtarget where to test

–– e.g. performance, security, complex e.g. performance, security, complex 

calculationscalculations

prioritize testingprioritize testing

–– more testing in riskier areas of the systemmore testing in riskier areas of the system

inform a release decisioninform a release decision

–– the less testing, the greater the remaining the less testing, the greater the remaining 

risksrisks
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Approaches to RiskApproaches to Risk

approaches fromapproaches from……

–– TMapTMap

–– James Bach James Bach –– Heuristic RBTHeuristic RBT

–– Paul GerrardPaul Gerrard

othersothers……

–– Hans SchaeferHans Schaefer

–– STEP ApproachSTEP Approach

–– Failure mode and effects analysisFailure mode and effects analysis

TMap ApproachTMap Approach

backgroundbackground

stepssteps……

–– split subsystems into components/test unitssplit subsystems into components/test units

–– determine probability of failure and damage determine probability of failure and damage 

to organisation for each test unitto organisation for each test unit

–– determine risk level for each test unitdetermine risk level for each test unit

–– refine test specification techniquesrefine test specification techniques

–– group tests into priorities group tests into priorities 

benefitsbenefits
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TMap exampleTMap example
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Heuristic RBTHeuristic RBT

backgroundbackground

approachesapproaches

–– inside outinside out

–– outside inoutside in

–– risk/Task Matrixrisk/Task Matrix

benefitsbenefits
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Risk ListRisk List

popular, usability, popular, usability, 

changedchanged
lowerlowerinstallationinstallation

complexcomplexlowerlowerclip art libraryclip art library

new, strategic, third new, strategic, third 

party, complex, criticalparty, complex, critical
higherhigherreport generationreport generation

popular, distributedpopular, distributednormalnormalprintingprinting

risk heuristicrisk heuristicriskriskcomponentcomponent

Source: Article: Risk Based Testing – James Bach 

Paul GerrardPaul Gerrard

backgroundbackground

stagesstages

–– risk identificationrisk identification

–– analysisanalysis

–– test effectivenesstest effectiveness

–– test priority numbertest priority number

benefitsbenefits
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Risk Analysis and Test Risk Analysis and Test 

Effectiveness scoresEffectiveness scores

444444Changes to existing Changes to existing 

infrastructure may be faulty and infrastructure may be faulty and 

cause the new application to failcause the new application to fail
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554455Spelling mistakes on web pages Spelling mistakes on web pages 

may irritate users and damage may irritate users and damage 

our credibilityour credibility
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Vital areas to consider when Vital areas to consider when 

choosing your approachchoosing your approach

development methodology development methodology 

–– Traditional versus AgileTraditional versus Agile

organizational cultureorganizational culture

project goals/influencesproject goals/influences

level when assessing risklevel when assessing risk

timetime
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Test strategyTest strategy

overall approach to testingoverall approach to testing
–– risk management processrisk management process

–– techniques to be usedtechniques to be used

–– roles & responsibilitiesroles & responsibilities

communicate the test strategycommunicate the test strategy
–– sign off of the test strategysign off of the test strategy

–– publicise new approach publicise new approach –– road show, seminars etcroad show, seminars etc

–– put procedure on intranetput procedure on intranet

keep up to datekeep up to date

Estimation techniquesEstimation techniques
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Static test techniquesStatic test techniques
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Unit & integration test Unit & integration test 

techniquestechniques
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System & acceptance System & acceptance 

testing techniquestesting techniques

H/HH/H
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L/LL/L
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Error guessing
Ad-hoc testing

Boundary Value Analysis
Classification Trees
Exploratory Testing

Cause Effect Graphing
Bug Attacks (HTBS)

Use Cases
Equivalence Partitioning
State Transition Testing

Likelihood

Monitoring & MetricsMonitoring & Metrics

SS--CurvesCurves

Faults found per function/applicationFaults found per function/application

Personnel
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Payroll
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Requirement Based Requirement Based 

reportingreporting
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Benefit Based reportingBenefit Based reporting
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How to implement the How to implement the 

strategystrategy

get consensus on approach to directly get consensus on approach to directly 

affected partiesaffected parties

publicise the approachpublicise the approach

road shows/presentations road shows/presentations 

support the implementationsupport the implementation

conduct retrospective of risk process conduct retrospective of risk process 

after each projectafter each project



12

Typical reasons for RBT Typical reasons for RBT 

failing in Organizationsfailing in Organizations

people issuespeople issues
–– perception of riskperception of risk

–– testers mindsettesters mindset

test team performing the risk test team performing the risk 
assessment in isolation to project teamassessment in isolation to project team

typical risks become the typical risks become the ‘‘normnorm’’

risk register not kept up to daterisk register not kept up to date

product & project risk not treated product & project risk not treated 
differentlydifferently

Benefits that have been Benefits that have been 

achievedachieved

more informed decision making by more informed decision making by 
senior managementsenior management
–– more time for testingmore time for testing

raising profile & visibility of testingraising profile & visibility of testing
–– morale of test team increasedmorale of test team increased

greater collaboration between greater collaboration between 
development & testingdevelopment & testing
–– incident reporting & resolutionincident reporting & resolution
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Remember this quote?Remember this quote?

‘‘risk is something we have solicitors forrisk is something we have solicitors for…’…’

‘thank you for all adopting risk based 
testing...we now see the benefit of testing 

and only talk about testing in terms of 
reducing risk.’

lawyers

To summariseTo summarise

there are many approaches to risk there are many approaches to risk 

based testing based testing -- choose the right one for choose the right one for 

youyou

publicise the approach & resultspublicise the approach & results

understand the misconceptions and understand the misconceptions and 

avoid the typical problemsavoid the typical problems

make sure you gain consensus and make sure you gain consensus and 

support the implementationsupport the implementation
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Thank you!Thank you!

Julie GardinerJulie Gardiner

QST Consultants LtdQST Consultants Ltd

Email: julie@qstc.co.uk

Mobile: +44 7974 141436


