
Removing Hot-gates of QA

© 2019 Cognizant1

by Prabhuram Govindarajan



About The battle of Thermophylae(hot gates)
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Hot-gates of QA
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E2E test environment Production

ST/SIT 
environment 1

ST/SIT 
environment 2

ST/SIT 
environment 3

ST/SIT 
environment 4

Local/Unit test 
environment 1

Local/Unit test 
environment 2

Local/Unit test 
environment 3

Local/Unit test 
environment 4



Evolution of systems & E2E test environment
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• Full blown E2E test environments to multiple smaller environments
• The challenges have remained constant

o Downtime & wait time
o Expensive defect fix



Evolution of E2E test approach
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What next?

• GUI tests
• Environment management
• Test Data management

• GUI & API tests
• Stubs or SV
• Environment management
• Test Data management

• GUI & API tests
• Stubs or SV
• Containerization
• Contract testing

100% real interface 75% real interface 50% real interface

Reactive E2E test approach based on changing system architecture



Attempt to fix E2E test challenges by Integrated environment
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E2E Test team

Team A Team B Team C

Stub Stub Stub

Environment & Data management 
team

Automated scripts

Team CTeam A Team B

Automated scripts



Attempt to fix E2E test challenges using SV
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Check Interface 
Availability

Y/N

System A
Request Y

System B

Response

Record Transaction

Start Recorder 

Stop Recorder

Deploy Virtual Service

Test using Virtual Service

Continuous Deployment

Virtual 
service 
Server

Service Virtualization

Virtual Service
DB

Application 
DB

Response

N

Using Service virtualization to plugin gaps in E2E test environment 



Attempt to fix E2E test challenges using Contract testing
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System2/ConsumerSystem1/Provider

Stubs & Driver
Mocks

System2/ConsumerSystem1/Provider

Using Contract test to tackle challenges introduced by microservices



Have we solved the hot-gates problem?
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E2E test environment Production

ST/SIT 
environment

ST/SIT 
environment

ST/SIT 
environment

ST/SIT 
environment

Local/Unit test 
environment 1

Local/Unit test 
environment 2

Local/Unit test 
environment 3

Local/Unit test 
environment 4



What can we do now?
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Can we break the hot-gates? Can we bypass the hot-gates?
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“Thermophylae” like strategy for QA

E2E test 
environment

Production

Test env  
System 1

Test env  
System 3

Test env  
System 4

Test env  
System 2



Redefining the challenge
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No dedicated 
E2E test 

environment

How to perform E2E 
test without E2E test 
environment?

How to fix E2E test environment challenges?



Avoid E2E test environment with an orchestrated approach
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Mocks with Contracts

Consumer driven 
Contract testing

Consumer driven 
Contract testing

System A
Provider

Integrated TDM

Req-Response pair

Use template

Deploy Virtual Service

Test using Virtual Service

Continuous Deployment
VSE 1

Service Virtualization

Test Data Management

Functional 
testing

System B
Consumer

Functional 
testing



Avoid E2E test environment by Testing in Production
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E2E test environment bypassed

Extended Unit 
test

Production
System Test 

environment

Feedback

Blue green 
deployment

Canary testingFully automated 
contract testing

T + 1 Strategy Effective communication 
& alignment

Service virtualization 
and containerization

Integrated TDM

Release/rollout

Efficient monitoring



Thank you
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