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On Board Information System (OBIS)
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Security test op het nieuwe CMS

Scope:
* Het nieuwe CMS vanuit reizigersperspectief

* |k zit in de trein en maak verbinding met “Wifi in de trein”

« Waar kan ik bij waar ik niet bij zou mogen? Voor én na het
accepteren van de gebruikersvoorwaarden (captive portal)

 OWASP (Open Web Application Security Project ) TOP10

» Blackbox approach (eigenlijk grey/white box, gezien mijn
voorkennis)
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Testopstelling

BY OFFENSIVE SECURITY

Kali Linux, Rolling Edition Released — 2016.1

Security testen binnen OBIS



Wat te doen met de resultaten?

Nader onderzoek:
Tools geven hele concrete meldingen, maar ook hele vage meldingen
Kans op False positives/negatives is behoorlijk
Alles handmatig naspelen
Rapporteren
Rapportje met bevindingen
Vastleggen in bevindingen registratie van het project, maar...
Separate excel met details
Versturen buiten NS? Voorzichtigheid geboden!
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Winst?

Wat hebben we er aan?

« We krijgen vroegtijdig al inzicht in het kwaliteitsaspect security
» Professionalisering van het te

» Beter ondersteuning van hg

» Resulterend in een hogere gen

Maar ...
* Nog steeds onafhankelij
e Dan wel white- of zelfs

Nog meer winst te behale
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Interesse gewekt?

Kali Linux tutorial op pluralsight
https://www.pluralsight.com/courses/kali-linux-penetration-testing-ethical-hacking

Portal met overzicht van hacktools
https://www.concise-courses.com/hacking-tools/

Spelen?

Bewust kwetsbare applicaties; Webgoat en Mutillidae

https://www.owasp.org/index.php/Category:OWASP WebGoat Project
https://www.owasp.org/index.php/OWASP Mutillidae 2 Project

Oefenenwebsite met uitdagingen van oplopend niveau
https://www.hackthissite.org/
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Application Security Frameworks

OWASP (Sb

Upen Web Application
Security Project
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Information
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Forum
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Holistische(geintegreerde aanpak) aanpak wat betreft security
OWASP ( Security Testing Framework ) / ISF application security framework
Hoe ben je bij deze Frameworks gekomen?
Informatie over de frameworks
Overlap SDLC Software Development lifecycle



REQUIREMENTS - '““"""'““NT / DEPLOYMENT OPERATIONS

ISF application security =
framework B1| security - i f : ! """"’""‘ I Alsonefer:deelvan

3.agyii§:evindtnjg_

Penetratietesten
onderdeel Master
testplan

B1 Application Security Requirements C1 Application Security Architecture i D3 OWASP top 10 of Certified
_ Secure checklist
Business Impact Analyse (BIA) «  Functioneel bijvoorbeeld > 20.000 gebruikers f
Privac_y Impac_t Analyse (PIA) maak gebruik van SSO
Security Beleid ) »  Moet aansluiten op de bestaande AD D5 Application Security Testing
Rollen en verantwoordelijkheden . Application Security Testing
C3 Threat modeling (Design) volgens OWASP Web
*  Ontwerpers maken de diagrammen Application Testing
e Ontwerpers en testers maken de dreigingen *  Penetratietesten intern / extern
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@FCC Security Test Proces

Requirements Design / Development Deployment

BIA, PIA,
Security
Beleid

Threat Security : Penetration testing
modeling

Maatregelen (CEH)
of ontwerp
aanpassen

Rol TCC

*  Ontwerpers maken de
diagrammen
Ontwerpers en testers maken de i
dreigingen

Rol TCC

e Doet een review van
het document of heeft
een actieve bijdrage

Security Officer heeft QA rol
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owasp top 10
Pentesting vs Security Testing
Wat betekent dit, waar zitten de verschillen
Pentesting veelal aan het einde van software ontwikkeling

Overzicht van het proces SDLC
Activiteiten binnen het proces
Threat modelling



Application Threat Modeling
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Threat Modeling toegepast binnen project Viool
- achtergrond
- Fasen doorlopen

From the perspective of risk management, threat modeling is the systematic and strategic approach for identifying and enumerating threats to an application environment with the objective of minimizing risk and the associated impacts. 


Stap 1

Decompositie
van de applicatie

* Begrijpen hoe de
applicatie werkt en de
interactie met externe
systemen

* Identificeren van entry
points voor een aanval

» Identificeer assets waar
een aanvaller mogelijk
geinteresseerd in is

* |dentificeer trust levels

e Opstellen van Data Flow

\ Diagram

Stap 2

ldentificatie en
ranken van threats

/

STRIDE threat
categorisering toepassen

Bepalen van security risico
voor elke threat door
middel van bijvoorbeeld
DREAD of de kans x impact

J

Application Threat Modeling - Stappen

Stap 3

Bepalen van tegen
maatregelen en mitigatie

Sorteer threats op basis
van risico

Gebruik van threat-
countermeasure mapping
lists

J
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Step 1: Decompose the Application. The first step in the threat modeling process is concerned with gaining an understanding of the application and how it interacts with external entities. This involves creating use-cases to understand how the application is used, identifying entry points to see where a potential attacker could interact with the application, identifying assets i.e. items/areas that the attacker would be interested in, and identifying trust levels which represent the access rights that the application will grant to external entities. This information is documented in the Threat Model document and it is also used to produce data flow diagrams (DFDs) for the application. The DFDs show the different paths through the system, highlighting the privilege boundaries. 

Step 2: Determine and rank threats. Critical to the identification of threats is using a threat categorization methodology. A threat categorization such as STRIDE can be used, or the Application Security Frame (ASF) that defines threat categories such as Auditing & Logging, Authentication, Authorization, Configuration Management, Data Protection in Storage and Transit, Data Validation, Exception Management. The goal of the threat categorization is to help identify threats both from the attacker (STRIDE) and the defensive perspective (ASF). DFDs produced in step 1 help to identify the potential threat targets from the attacker's perspective, such as data sources, processes, data flows, and interactions with users. These threats can be identified further as the roots for threat trees; there is one tree for each threat goal. From the defensive perspective, ASF categorization helps to identify the threats as weaknesses of security controls for such threats. Common threat-lists with examples can help in the identification of such threats. Use and abuse cases can illustrate how existing protective measures could be bypassed, or where a lack of such protection exists. The determination of the security risk for each threat can be determined using a value-based risk model such as DREAD or a less subjective qualitative risk model based upon general risk factors (e.g. likelihood and impact). 

Step 3: Determine countermeasures and mitigation. A lack of protection against a threat might indicate a vulnerability whose risk exposure could be mitigated with the implementation of a countermeasure. Such countermeasures can be identified using threat-countermeasure mapping lists. Once a risk ranking is assigned to the threats, it is possible to sort threats from the highest to the lowest risk, and prioritize the mitigation effort, such as by responding to such threats by applying the identified countermeasures. The risk mitigation strategy might involve evaluating these threats from the business impact that they pose and reducing the risk. Other options might include taking the risk, assuming the business impact is acceptable because of compensating controls, informing the user of the threat, removing the risk posed by the threat completely, or the least preferable option, that is, to do nothing. 
Each of the above steps are documented as they are carried out. The resulting document is the threat model for the application. This guide will use an example to help explain the concepts behind threat modeling. The same example will be used throughout each of the 3 steps as a learning aid. The example that will be used is a college library website. At the end of the guide we will have produced the threat model for the college library website. Each of the steps in the threat modeling process are described in detail below. 
upon general risk factors (e.g. likelihood and impact). 


Decompositie van de applicatie

Reiziger

Request

Response
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Actoren en processen

Reiziger

Aanlevering
E APl laag B " pata
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STRIDE threat list Security Control
Spoofing Authentication
Tampering Integrity
Repudiaton Non-Repudiation
Information disclosure Confidentiality
Denial of service Availability
Elevation of priviliges Authorization
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Spoofing: kan ik mij voordoen als een (andere) machinist en er met een trein vandoor gaan?
Spoofing: kan ik bij het opladen van een abo op een ovchipkaart mij voordoen als een ander (ik help een bejaarde met het laden van zijn bestelling maar belazer het systeem en zet die bestelling op mijn eigen ovchipkaart)
 
Tampering: kan ik de reisinformatie op een reisinformatiebak op het perron veranderen in iets dat correct zou kunnen zijn
Tampering: kan ik een groot tv-scherm (zoals die in de grote stations staan) overnemen en mijn eigen video draaien
 
Repudiation: als machinist moet ik alle aanwijzingen die voor een traject gelden formeel accepteren voor ik mag gaan rijden. Als ik per ongeluk iets fout doe tijdens mijn rit, kan ik dan ontkennen dat ik die aanwijzing gezien en geaccepteerd heb?
Repudiation: als ik een vrij reizen op mijn ovchipkaart heb gezet, kan ik dan gaan reclameren en zegen dat dat nooit gebeurd is (en dan wil ik hem dus nog een keer)
 
Information disclosure: conducteurs gaan via hun PDA digitaal aangifte doen als je geen reisrecht hebt gekocht (is deel van een juridisch proces; BOA). Kan ik toegang krijgen tot die informatie als ik in de buurt sta van een conducteur die voor iemand een aangifte opmaakt?
Information disclosure: er komen apparaatjes (MCL) om je ov-chipkaart ui te lezen. Kan ik de chipkaart van iemand anders uitlezen en hoe erg is dat (is niet heel erg want je kunt die kaart ook voor een automaat houden en er staan maar 5 of 10  laatste ritten op)
Information disclosure: als medewerker klantenservice kan ik zien welke reizen een reiziger maakt. Ik kan dus ook  zien of de ex van mijn vrouw haar nog steeds bezoekt op mijn werkdagen. Is dat erg? Wat doe je er aan?
 
Denial of service: kan ik ns.nl plat leggen zodat de dienst ‘verstrekken reisinformatie’ niet meer bereikbaar is
Denial of service: kan ik via een serie fake-omroepberichten (de trein naar Rotterdam vertrekt vandaag vanaf een ander perron) reizigers van hot-naar-haar sturen zodat niemand meer weet waar hij moet zijn en de dienstverlening dus niet meer werkt.
 
Elevation of priviliges: als medewerker klantenservice bepaal ik of een klant recht heeft op coulance of op een bloemetje (beperkt bedrag). Kan ik mijzelf de rechten geven van mijn teamleider zodat ik (aan mijn vriendje) onterecht een hoger bedrag kan vergoeden?
Elevation of priviliges: kan ik als functioneel beheerder mijzelf gebruikersrechten geven, bijvoorbeeld om te hoge overboekingen in financiële systemen te autoriseren 



S L
Bepalen van tegen maatregelen en mitigatie

Spoofing Identity Repudiation Denial of Service

* Appropriate authentication  « Digital signatures « Filtering

 Protect secret data « Timestamps « Throttling

« Don't store secrets e Audit trails e Quality of service
Tampering with data Information Disclosure Elevation of privilege

* Appropriate authorization Authorization « Run with least privilege

* Hashes Privacy-enhanced protocols

Digital signatures

Encryption

Tamper resistant protocols
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Countermeasure Identification
The purpose of the countermeasure identification is to determine if there is some kind of protective measure (e.g. security control, policy measures) in place that can prevent each threat previously identified via threat analysis from being realized. Vulnerabilities are then those threats that have no countermeasures. Since each of these threats has been categorized either with STRIDE or ASF, it is possible to find appropriate countermeasures in the application within the given category. 
Provided below is a brief and limited checklist which is by no means an exhaustive list for identifying countermeasures for specific threats. 

When using STRIDE, the following threat-mitigation table can be used to identify techniques that can be employed to mitigate the threats. 

Once threats and corresponding countermeasures are identified it is possible to derive a threat profile with the following criteria: 
Non mitigated threats: Threats which have no countermeasures and represent vulnerabilities that can be fully exploited and cause an impact 
Partially mitigated threats: Threats partially mitigated by one or more countermeasures which represent vulnerabilities that can only partially be exploited and cause a limited impact 
Fully mitigated threats: These threats have appropriate countermeasures in place and do not expose vulnerability and cause impact 
Mitigation Strategies
The objective of risk management is to reduce the impact that the exploitation of a threat can have to the application. This can be done by responding to a threat with a risk mitigation strategy. In general there are five options to mitigate threats 
Do nothing: for example, hoping for the best 
Inform about the risk: for example, warning user population about the risk 
Mitigate the risk: for example, by putting countermeasures in place 
Accept the risk: for example, after evaluating the impact of the exploitation (business impact) 
Transfer the risk: for example, through contractual agreements and insurance 
Terminate the risk: for example, shutdown, turn-off, unplug or decommission the asset 
�The decision of which strategy is most appropriate depends on the impact an exploitation of a threat can have, the likelihood of its occurrence, and the costs for transferring (i.e. costs for insurance) or avoiding (i.e. costs or losses due redesign) it. That is, such decision is based on the risk a threat poses to the system. Therefore, the chosen strategy does not mitigate the threat itself but the risk it poses to the system



Web Application Security Testing
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Configuration and Deployment
Management Testing

Identity Management Testing
Authentication Testing
Authorization Testing

Session Management Testing

Input Validation Testing
Testing for Error Handling
Testing for weak Cryptography
Business Logic Testing

Client Side Testing
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HTTPS valideren

HTTPS protocol is gebouwd op TLS/SSL om data te encrypten

De veiligheid hangt af van:

* Encryptie algoritme -
* Robuustheid van de sleutels — '

B https://WWW.

SSL/TLS moet goed geconfigureerd zijn =~
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The analysis focuses simply on trying to understand if the data travels unencrypted from the web browser to the server, or if the web application takes the appropriate security measures using a protocol like HTTPS. The HTTPS protocol is built on TLS/SSL to encrypt the data that is transmitted and to ensure that user is being sent towards the desired site. Clearly, the fact that traffic is encrypted does not necessarily mean that it’s completely safe. The security also depends on the encryption algorithm used and the robustness of the keys that the application is using.

Sensitive data must be protected when it is transmitted through the network. Such data can include user credentials and credit cards. As a rule of thumb, if data must be protected when it is stored, it must be protected also during transmission. HTTP is a clear-text protocol and it is normally secured via an SSL/TLS tunnel, resulting in HTTPS traffic [1]. The use of this protocol ensures not only confidentiality, but also authentication. Servers are authenticated using digital certificates and it is also possible to use client certificate for mutual authentication. Even if high grade ciphers are today supported and normally used, some misconfiguration in the server can be used to force the use of a weak cipher - or at worst no encryption – permitting to an attacker to gain access to the supposed secure communication channel. Other misconfiguration can be used for a Denial of Service attack.

When the SSL/TLS service is present it is good but it increments
the attack surface and the following vulnerabilities exist:

• SSL/TLS protocols, ciphers, keys and renegotiation must be properly configured.
• Certificate validity must be ensured.

Other vulnerabilities linked to this are:
• Software exposed must be updated due to possibility of known vulnerabilities [4].
• Usage of Secure flag for Session Cookies [5].
• Usage of HTTP Strict Transport Security (HSTS) [6].
• The presence of HTTP and HTTPS both, which can be used to intercept traffic [7], [8].
• The presence of mixed HTTPS and HTTP content in the same page, which can be used to Leak information.

Sensitive data transmitted in clear-text
The application should not transmit sensitive information via unencrypted channels. Typically it is possible to find basic authentication over HTTP, input password or session cookie sent via HTTP and, in general, other information considered by regulations, laws or organization policy.

It is important to check the SSL configuration being used to avoid putting in place cryptographic support which could be easily defeated.
To reach this goal SSL-based services should not offer the possibility to choose weak cipher suite. A cipher suite is specified by an encryption protocol (e.g. DES, RC4, AES), the encryption key length (e.g. 40, 56, or 128 bits), and a hash algorithm (e.g. SHA, MD5) used for integrity checking.

Example 1. Basic Authentication over HTTP
Example 2. SSL service recognition via nmap
Example 3. Checking for Certificate information, Weak Ciphers and SSLv2 via nmap
Example 4  Checking for Client-initiated Renegotiation and Secure Renegotiation via openssl (manually)
Example 5. Testing supported Cipher Suites, BEAST and CRIME attacks via TestSSLServer
Example 6. Testing SSL/TLS vulnerabilities with sslyze
Example 7. Testing SSL/TLS with testssl.sh
Example 8. Testing SSL/TLS with SSL Breacher
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Wireshark voorbeeld / HTTPS test voorbeeld

(T
WIRESHARK
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Example 1. Basic Authentication over HTTP
Example 2. SSL service recognition via nmap
Example 3. Checking for Certificate information, Weak Ciphers and SSLv2 via nmap
Example 4  Checking for Client-initiated Renegotiation and Secure Renegotiation via openssl (manually)
Example 5. Testing supported Cipher Suites, BEAST and CRIME attacks via TestSSLServer
Example 6. Testing SSL/TLS vulnerabilities with sslyze
Example 7. Testing SSL/TLS with testssl.sh
Example 8. Testing SSL/TLS with SSL Breacher
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