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Data Ethics

We don'’t cross that bridge when we get
there!
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Want to stop this
from happening?

Take Action!

Not so SciFi at all...
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Digital World,
Let’s Connect...
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Is that allowed?

Data protection act (NL)
An organisation:

concerned has given permission to use his or her data

-May not keep the data longer than strictly necessary;

data;
«In many cases has to register the use of personal data.

=Can only collect and process data if there is a legitimate reason to do so OR if the citizen

-May not process more data than is strictly necessary for the intended goal;
-May not use the data for other purposes than what they are collected for;
-Has to inform the citizen concerned what the organisation is going to do with the data;

<Has to make sure proper technical and organizational measures have been taken to protect the

That is allowed!

Law on intelligence and security :
Security Service Act 1989

http://www.legislation.gov.uk/
ukpga/1998/29/section/28

(Dutch: De wet op de inlichtingen-
en veiligheidsdiensten (Wiv))
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National security.
Personal data are exempt from any of the provisions of—
(a) the data protection principles,
(b) Pansll [l andV, and
@ [ sections 544 and] 55,
ifthe exemption from that provision s required for the purpose of safeguarding national securiy,
Subject to subsection (4), a certficate signed by a Minister of the Crown certifing that exemption from all or any of the

provisions mentioned in subsection (1) is or at any fime was required for the purpose there mentioned in respect of any
personal data shall be conclusive evidence of that fact

A certificate under subsection (2) may identifythe personal data to which it applies by means of a general description and
may be expressed to have prospective effect

Any person directly affected by the issuing of a cerfificate under subsection (2) may appeal to the Tribunal against the
certficate

If on an appeal under subsection (4), the Tribunal finds that, applying the principles applied by the court on an application
for judicial review, the: Minister did not have reasonable grounds for issuing the cerificate, the Tribunal may allow the appeal
and quash e certficate

Where in any proceedings under or by virtue ofthis Act it is claimed by a data controller that a cerificate under subsection
(2) which identffies the personal data to which it applies by means of a general description applies to any personal data,
any ofhier party to the proceedings may appeal to the Tribunal on the ground that the certficate does not apply to the
personal data in question and, subject to any determination under subsection (7), the ceriificate shall be conclusively
presumed 5o to apply.

On any appeal under subsection (6), the Tribunal may determine thatthe certficate does not so apply.

A document purporting to be a cerfificate under subsection (2) shall be received in evidence and deemed to be such a
certificate unless the contrary is proved

A documentwhich purports to be certified by or on behalf of a Minister of the Crown as a true copy of a cedificate issued by
that Minister under subsection (2) shall in any legal proceedings be evidence (or, in Scotland, sufficient evidence) of that
certficate

The power conferred by subsection (2) on a Minister of the Crown shall not be exercisable except by a Minister who is a
member ofthe Cabinet or by the Attorney General or the Lord Advocate.

Mo power conferred by any provision of Part V may be exercised in relafion o personal data which by virtue of this section
are exempt from that provision

Schedule 6 shall have effect in relation to appeals under subsection (4) or (6) and the proceedings of the Tribunal in

Lespectof any such apoes)
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All in good faith...

It’s okay for the government to collect data to prevent
harm being done to your society...

Security, BlGdata

«Increasing amount of data
<Increasing interest in data mining
«Increasing pressure on security
-Decreasing specialisation in testing
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https://www.youtube.com/watch?v=hSSmmlridUM&feature=youtu.be
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Ethical - acker Tester

Specialist on the quality attribute Ethicalness
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